o~
L]

a .
— “‘J future internet

Review

Blockchain Technology and Its Potential to Benefit Public
Services Provision: A Short Survey

Giorgio Piccardo, Lorenzo Conti and Alessio Martino *

check for
updates

Citation: Piccardo, G.; Conti, L.;
Martino, A. Blockchain Technology
and Its Potential to Benefit Public
Services Provision: A Short Survey.
Future Internet 2024, 16, 290.

https:/ /doi.org/10.3390/£i16080290

Academic Editor: Qiang Qu

Received: 3 July 2024
Revised: 29 July 2024
Accepted: 7 August 2024
Published: 9 August 2024

Copyright: © 2024 by the authors.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license (https://
creativecommons.org/licenses /by /
4.0/).

Department of Business and Management, LUISS University, Viale Romania 32, 00197 Rome, Italy;
gpiccardo@luiss.it (G.P.); lorenzo.contil810@studenti.luiss.it (L.C.)
* Correspondence: amartino@luiss.it; Tel.: +36-06-85225957

Abstract: In the last few years, blockchain has emerged as a cutting-edge technology whose main
advantages are transparency, traceability, immutability, enhanced efficiency, and trust, thanks to its
decentralized nature. Although many people still identify blockchain with cryptocurrencies and
the financial sector, it has many prospective applications beyond digital currency that can serve as
use cases for which traditional infrastructures have become obsolete. Governments have started
exploring its potential application to public services provision, as confirmed by the increasing number
of adoption initiatives, projects, and tests. As the current public administration is often perceived as
slow, bureaucratic, lacking transparency, and failing to involve citizens in decision-making processes,
blockchain can establish itself as a tool that enables a process of disintermediation, which can revolu-
tionize the way in which public services are managed and provided. In this paper, we will provide
a survey of the main application areas which are likely to benefit from blockchain implementation,
together with examples of practical implementations carried out by both state and local governments.
Later, we will discuss the main challenges that may prevent its widespread adoption, such as govern-
ment expenditure, technological maturity, and lack of public awareness. Finally, we will wrap up by
providing indications on future areas of research for blockchain-based technologies.

Keywords: blockchain; smart contracts; public services; metaverse; distributed ledger technology

1. Introduction

Blockchain is a distributed ledger technology (DLT), which relies on the comput-
ing primitives of cryptography and digital signatures. Each user who participates in the
blockchain is uniquely identified by an address derived from his/her public key. The
distinctive element of this technology is the absence of a central authority, meaning that
transactions are stored by all users connected to the network. As the name suggests, a
blockchain can be thought of as a chain of blocks. Each block contains three types of
information: data (about the transaction being carried out), a hash code, which uniquely
identifies the transaction, and the hash code of the previous block. In order for a block
to be added to the chain, it has to be approved by the majority of validator nodes, who
must reach a consensus on the integrity of all transactions within the block. Due to the
strong computational and mathematical backbone, blockchain technology stands out for
being immutable (once a transaction is added to the blockchain it cannot be further mod-
ified), transparent (it has a distributed nature, meaning that each participant has a full
copy of the ledger), traceable (it is possible to reconstruct the history of all transactions),
efficient (it lacks a central authority as peers work together to validate transactions), and
reliable (thanks to the encryption of transactional data). These distinctive features make
blockchain technology suitable for use cases and applications that range across a variety
of domains (see, e.g., [1,2] for an overview), including the ones where confidentiality of
sensitive information is paramount. Ensuring the confidentiality of sensitive information
within blockchain technology necessitates the deployment, as anticipated, of sophisticated
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cryptographic methods and stringent access control protocols. Notably, the usage of asym-
metric encryption, where each participant is equipped with a pair of cryptographic keys: a
public key for general dissemination and a private key kept confidential. Transactions are
encrypted using the recipient’s public key, ensuring that only the corresponding private
key can decrypt the data, thereby safeguarding unauthorized access. Hashing algorithms
play a critical role in preserving data confidentiality by transforming sensitive information
into fixed-size hash values, which are then stored on the blockchain. This ensures data
integrity while making it infeasible to reverse-engineer the original information from the
hash. Employing permissioned blockchains adds another layer of security by limiting
network access to verified and trusted participants only, thus preventing unauthorized
entities from joining.

Public services provision is one of the main sectors that is likely to benefit from its
adoption, as evidenced by the growing number of successful implementations. Blockchain
could be used as a tool to ensure the integrity of procedures and administrative concessions,
reducing fraud and errors while enhancing transparency, traceability, people’s trust in
processes, and improving public service delivery in terms of productivity and effective-
ness, aspects which tend to alter the trust of citizens and stakeholders towards public
services [3,4]. In this survey, we are not interested in the cryptocurrency side of the
blockchain, nor in its technological implementations, for which we refer the interested
reader to landmark resources such as [5,6]. Rather, we focus on blockchain technology as
the main driver for the digital transformation of government infrastructure (both at the
state and local levels) and discovering the applications and domains within the public
services umbrella that can benefit from blockchain technology.

We argue that the usage of blockchain technology within public services can foster
the concept of servitization from a mere industrial perspective [7] to a more comprehen-
sive public services perspective, where public administration is seen as a service provider
to citizens. Broadly speaking, servitization is a strategic approach in which companies
evolve from merely selling products to offering comprehensive solutions that integrate
both products and services. This business model focuses on enhancing customer value
and fostering long-term relationships by providing services such as maintenance, repair,
consulting, and customization. By shifting towards servitization, companies can create
new revenue streams, improve customer loyalty, and gain a competitive edge in saturated
markets. This approach allows businesses to differentiate themselves by ensuring that
their offerings are not just about the product itself but also about the continuous support
and value-added services that accompany it, ultimately leading to a more sustainable
and customer-centric business model. The concept of servitization can extend beyond
the industrial sector and be effectively applied to public services, enhancing the quality
and efficiency of service delivery. In the public sector, servitization involves integrating
various services to provide comprehensive solutions that better meet the needs of citizens.
For example, healthcare can encompass not only medical treatments but also preventive
care, health education, and remote monitoring, creating a holistic approach to patient
wellness. Similarly, in public transportation, servitization can combine traditional transit
services with real-time traffic updates, ride-sharing options, and smart ticketing systems,
offering a seamless travel experience. By adopting a servitization model, public services
can become more responsive, personalized, and proactive, ultimately leading to higher
citizen satisfaction and more effective use of resources. In this regard, blockchain technol-
ogy (thanks to its aforementioned peculiarities) can act as a catalyst for the servitization
of public services. By recalling the previous healthcare example, the blockchain can se-
curely manage patient records, streamline billing processes, and ensure the authenticity of
pharmaceuticals, thereby improving service integration and patient outcomes. Similarly,
in public transportation, the blockchain can facilitate seamless ticketing, optimize route
planning, and enhance data sharing among different transport providers, leading to a more
efficient and user-friendly travel experience.
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This review is structured as follows: in Section 2, we provide the reader with a brief
glossary of the main emerging technologies that can leverage the blockchain infrastructure.
In Section 3, we compare our review with existing ones, highlighting our contribution. In
Section 4, we describe the research methodology that allowed us to collect and filter all
research papers that will be discussed and presented within the review. In Section 5, we
dive into nine different applications that stem from the analysis of the technical literature
in which the blockchain has been used (in a more or less prototypical way). Finally,
Sections 6 and 7 present the challenges (both under an implementation viewpoint and a
practical viewpoint) and the conclusions, respectively.

2. Blockchain-Related Technologies
2.1. Smart Contracts

A smart contract can be thought of as a computer code (consisting of a series of
if-then rules) that is stored on a blockchain platform and that automatically executes an
agreement. This code can either replace or complement traditional text-based contracts
between parties. When some predefined conditions specified by the parties are met, the
code is automatically executed (without the need for a third party to intervene). Hence, all
of its steps are triggered. Additionally, smart contracts can be programmed with rigorous
access-control rules, automating permissions and ensuring that data are only accessible
under predefined conditions. Smart contracts are written in programming languages
that are suitable for being executed on the blockchain, with Solidity being one of the
most popular examples. In the case of the Ethereum blockchain [6], smart contracts are
executed on the Ethereum virtual machine (EVM) after paying a fee (referred to as gas)
for the contract to be added to the chain and executed upon it. According to [8], the main
benefits brought by smart contracts over traditional contracting are reduced risk, lower
administrative costs, enhanced business process efficiency, and confidence between parties
in no-trust contracting contexts.

2.2. NFTs

Non-fungible tokens (NFTs) are digital assets such as photos, videos, and audio files
that are unique and cannot be replaced, unlike traditional blockchain-based cryptocurren-
cies, which can be traded or exchanged with one another [9]. What makes an NFT unique
is the digital signature it contains. This identification data makes it easy to transfer tokens
between users and to verify ownership, enhancing the efficiency of trading and reducing
the likelihood of fraud [10,11]. From a technical viewpoint, NFTs are implemented as smart
contracts on blockchain platforms like Ethereum. In addition to keeping track of ownership,
these smart contracts define the logic according to which NFTs are created, managed, and
transferred. NFTs often include metadata that provide additional information on the tok-
enized assets they represent such as the title, description, and creator. These metadata are
typically stored off-chain using decentralized storage solutions. NFTs are associated with
specific Ethereum addresses that represent their owners. Transfer of ownership involves
updating the smart contract underlying the NFT to transfer the control of the token from
the seller to the buyer. Concerning application scenarios, NFTs are adopted in domains that
range across a variety of industries, such as digital art, gaming, collectibles, and real estate.

2.3. DAOs

As stated in [6], a decentralized autonomous organization (DAO) is a blockchain-based
system that enables people to coordinate and govern themselves, mediated by a set of self-
executing rules deployed on a public blockchain and whose governance is decentralized
(meaning that there is no central control). Although there is no unambiguous definition,
it is still possible to identify some common distinctive characteristics in the academic
literature on DAQOs, namely the possibility for people acting towards a common goal to
coordinate and self-govern themselves online, a public blockchain with smart contracts
capabilities, a smart contract that provides for the rules to regulate interaction among
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people, independence from central control, transparency, security, and decentralization,
which are inherited from blockchain technology.

2.4. Metaverse

The concept of the Metaverse refers to a virtual world environment where people are
free to interact just like they do in the real world. As stated in [12], it is a byword for a future
version of the Internet using virtual reality (VR) and augmented reality (AR) to interact
rather than desktops, laptops, and mobile phones. AR enhances the real-world perception
thanks to digital elements that are overlaid in the real-world environment, whereas VR
refers to immersive computer-generated environments. Based on these two enabling
technologies, according to [13], the Metaverse tries to combine multiple shared virtual
universes to provide a comprehensive virtual experience with a realistic approach. It has
many potential applications in the contexts of work, healthcare, education, environment,
and urban planning, where it could be leveraged to address social, humanitarian, and
environmental challenges with the aim of improving people’s well-being.

3. Related Works

Let us compare our findings with related reviews to delve into the unique contribu-
tions of our paper (see also Table 1 for a summary). In [14], the authors conducted an LR
(including 32 papers published between 2016 and 2022) to address the data security con-
cerns of thousands of individuals. To answer research questions concerning blockchain im-
plementations in certain sectors of public administration and its challenges/disadvantages,
the authors assessed existing literature following Kitchenham’s guidelines [15]. The main
contribution of this paper is that it provides a comprehensive overview of blockchain adop-
tion in public administration, focusing on potential applications as well as the stakeholders
involved. The SLR was performed following a five-step guideline based on the Petersen
principle [16]. The authors identified the following public services potentially affected
by the blockchain, and real-world implementations are mentioned for some sectors of
public administration.

In [17], the authors propose an SLR (including 21 papers published between
2016 and 2017) that focuses on current research topics, challenges, and future directions for
blockchain adoption in e-governments. The authors performed it by following Kitchen-
ham’s guidelines. The vast majority of papers included in the review are conceptual; that
is, they are not linked to practical implementations or empirical evidence. Challenges
are organized using the TOE (technology—organization—environment) framework, and
the main challenges identified are technology immaturity, organizational readiness and
acceptability, regulatory uncertainty, and accessibility.

In [18], the author conducts a survey of different blockchain use cases: notary (time-
stamping) and (land and real estate) registry services, digital identity management, digital
certificates and records, (multi-party and omni-purpose) platforms supporting a wide range of
applications, digital sovereign fiat currencies (CBDCs), and international financial transactions.
Mlustrative examples are provided for each of the identified use cases. After presenting
several use cases, the author chooses to focus on sovereign digital currency, digital identity
management (seen as a prerequisite for other use cases), and blockchain as an omni-purpose
platform that can be integrated to accommodate emerging applications/use cases.

The authors in [19] present, to the best of our knowledge, the first SLR (including
92 papers, updated as of June 2020) on the use of blockchain technology across all the main
public services. The authors followed the PRISMA guidelines [20] to address the main re-
search questions concerning public services that are likely to be affected by blockchain and
the risks/costs/benefits of blockchain technology for governments/civil servants/citizens.
The 92 records included in the review are presented in terms of the field /journal of applica-
tion, country of publication, method of analysis (theoretical vs. empirical), content (using
a word cloud), and public services potentially affected. According to the authors, one of
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the main limitations of this work is its theoretical /abstract nature and the lack of empirical
analyses focusing on cases that have already been implemented.

In [21], the authors conduct a literature review (including 19 works published between
2015 and 2020) to identify e-government services that are likely to benefit from blockchain
adoption, the types of technologies for the proposed solutions, and their corresponding
maturity levels. Examples of case studies/real-world implementations are provided for
each identified e-government service.

In [22], the authors conduct an SLR (including 89 works published between 2008 and
August 2020) of blockchain-based G2C e-government services to identify which use case-
independent requirements the latter need to fulfill. The review was carried out following
Kitchenham'’s guidelines. Requirements are categorized by user/system/data.

In [23], the authors propose a stratified SLR of research articles published between
2013 and 2021 to identify the past (2013-2016), present (2017-2020), and future (2021-)
trends of blockchain application to government organizations and public services. Relevant
peer-reviewed works were first selected following a structured approach based on inclusion
and exclusion criteria, and then they were categorized by type, year, source, subject area,
country of publication, and author. The authors identified the following;:

Past trend: Despite increasing interest by researchers, the use of blockchain for govern-
mental organizations was negligible because of security-related issues. Nevertheless,
researchers started proposing the use of blockchain technology in the context of
e-voting/sharing economy;

Present trend: Governmental organizations have started exploring blockchain adoption
beyond financial services through pilot projects in several domains.

After discussing past and present trends, the paper mentions other application areas of
blockchain for government organizations, such as property transfer, identity management,
and healthcare benefit provisions.

The LR in [24] presents smart contracts as a tool that can ensure the integrity of proce-
dures and administrative concessions, enhancing transparency, traceability, and people’s
trust in processes. Several blockchain applications are subsequently mentioned: e-voting,
e-government (in which Estonia is mentioned as a leading example concerning blockchain
adoption to facilitate data exchange between public administration entities), blockchain-
based property registry (to reduce the delay between the signing and registering of a
contract), public procurement (Spanish initiatives involving a decentralized registry of
offers are mentioned as a tool to allow automated validation of offerings through smart
contracts), and property registration (assets are “tokenized” and transmitted through smart
contracts which verify the identity of the buyer and seller and automatically register the
property on behalf of the new owner). The paper ends with a high-level description of
different country-level initiatives involving blockchain in public procurement.

In [8], the authors present a 252-article (published between 2012 and 2022) LR on the use
of smart contracts and their significance in the context of blockchain technology. Concerning
the research methodology, the authors carried out an extensive search of related literature
on Scopus following a structured approach. The number of papers initially selected was
narrowed down using inclusion and exclusion criteria. After categorizing relevant sources
by subject area, publication year, and country of publication, the authors discuss smart
contracts in terms of potential applications, advantages, limitations, and threats.

Finally, in [25], the authors conduct a 19-core article SLR (following Kitchenham’s
guidelines), followed by a template analysis technique to identify recurrent themes in
the under-investigated field of e-participation; that is, the participation of citizens in e-
government services delivery. E-participation is examined in terms of stakeholders in-
volved /preconditions that affect their participation, participation methods, and outcomes.

As per the above discussion of the 10 (S)LR, summarized in Table 1, [14,17,22,25]
follow Kitchenham’s recommendations to assess the related literature, with [19] adopting
the PRISMA guidelines. In terms of time, Refs. [8,14] are the most up-to-date literature
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reviews as they consider articles published up to 2022. Concerning the technological aspect,
the vast majority of existing works focus solely on blockchain, with [8,24] also discussing
smart contracts and their significance in the context of blockchain technology. From a
research topic perspective, Refs. [8,14,18,19,23,24] provide a comprehensive overview
of potential blockchain applications, whereas [17,21,22,25] concentrate on e-government
services, their requirements [22], and the sub-topic of e-participation [25]. Regarding the
method of analysis, the majority of reviews adopt a theoretical / conceptual approach, with
only [14,18,21,23,24] providing empirical examples of real-world implementations and
pilot projects.

Taking into account already existing literature reviews’ distinctive elements, ours
stands out for considering not only blockchain technology and smart contracts in a narrow
sense but also other blockchain-enabled technologies such as SSI (self-sovereign identity),
smart cities, the Metaverse (and its foundational technologies), NFTs and DAOs, and their
respective impact on public services provision. Our survey comprises works published up
to the end of 2023, contributing to enriching the existing body of knowledge, particularly
for smart contracts and the Metaverse. From a content perspective, our work has adopted
a mixed conceptual /empirical approach, explaining first how application areas are likely
to benefit from blockchain and blockchain-related technology adoption and then providing
examples of real-world implementations for each of them, contributing to addressing the
lack of studies that focus on cases that are already implemented, as pointed out in [17,19].
Finally, when selecting the pool of relevant references to conduct the literature review,
the vast majority of existing works focus only on peer-reviewed articles that are made
available through reliable sources like Scopus, Google Scholar, IEEE, ACM, SpringerLink,
ScienceDirect, and Web of Science, neglecting what is often referred to as “gray literature”.
Our work represents a step forward in this sense insofar as it also considers reports,
working papers, and government documents to provide a more detailed overview of
blockchain adoption for public service delivery. To summarize, our survey aims to answer
the following research questions (RQ):

RQ1: What is the current state-of-the-art in research on blockchain technology and its
application towards public services?

RQ2: What are the main application areas in government and public sectors that are likely
to benefit from blockchain technology?

RQ3: Are there any real-world implementations and case studies, or are blockchain and
public services just research topics?

RQ4: Are there any challenges that may prevent the widespread adoption of blockchain
technology in public services?

We anticipate that RQ1-3 will be answered in Section 5, while RQ4 will be addressed
in Section 6.
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Table 1. Breakdown of existing literature reviews on the same or similar topics.

Reference Distinctive Traits Literature from Main Areas and Topics Research Theme
Records management, healthcare, International Trade and . . . . .
Existing literature (2016-2022) IEEE, ACM, Customs, voting, environmental protection, public The paper dlsc:usses Pl{bhc services that are potentially affected by B lockchain, thg extent
, . . ; . St e . . to which public administration sectors are ready to reap the benefits of Blockchain
[14] is assessed following ScienceDirect, Google procurement, food safety, digital identities, social protection, . N . . .
. , e : b . . . . technology, the different actors involved in Blockchain adoption and the challenges that
Kitchenham'’s and Petersen’s guidelines. Scholar, SpringerLink energy, education, community engagement, public accounting, . . X
tax system, public safety, agriculture, real estate the latter poses in terms of data privacy and security concerns.
Related literature (2016-2017) is assessed followin; . . . . - This paper focuses on Blockchain implementation in the e-government domain. It adopts
& S S, Link, e-government, healthcare, educational services, smart cities, pap P & P
[17] Kitchenham’s guidelines. The vast majority of papers included SS;%%ZDE éél:ger K, sug Iv chain Zii itali den;it evoting, tax svs t/em ’ a conceptual approach, discussing technological, organizational and environmental
in the review are conceptual. PPYY , g ¥ & Y challenges that need to be addressed to achieve a widespread adoption.
The paper discusses how Blockchain characteristics can be leveraged to benefit
Survey of different Blockchain use cases, with a focus on . L . .. . government and public service applications, focusing on the entanglement among
f . A . . Notary and estate registry, digital identity, digital certificates . s R o . . e .
[18] sovereign digital currency, digital identity management and Web of Science, Scopus sovereign digital currenc ’ ! ! building blocks such as digital identity, digital registry and digital certificates that is
Blockchain as an omni-purpose platform. gn dig y needed to provide primary services such as time-stamped registries and data
management platforms relying on a single source of truth.
The first literature review (updated as of June 2020) on the use . . . . . X .
of Blockchain technology across all main public services. The Web of Science, Scopus, Public records management, healthcare, international trade and :g(l)s I{iﬁ:dlidtffts}?e?rsr;};eréniatlgis Cullfsl;z:elgtl:;tsi;?;;alreeﬁltlskzlsyvzzHear;ecfgsirsoamnflr?i(sc?;lr:he
[19] authors followed PRISMA guidelines to assess RQs. The Google Scholar, IEEE, customs, voting, environmental protection, public procurement, ption. - S P . . T .
. . . . Lo, " . . three main stakeholders involved in public services provision: government, civil
authors identify the lack of empirical analyses as one of the blockchain experts food safety, digital identities, energy and social protection servants and citizens
main limitations of their study. .
Authentication. data shari ting, land . The authors conduct a LR to determine which are the main e-government applications
[21] This LR (works published between 2015 and 2020) focuses on Scopus _3 Hen rcahlszar?ra S j:mg;]:;?; nr%{ 2?an;3'opertéi§r\§tces, that are likely to be enhanced thanks to Blockchain adoption. Each service is discussed in
e-government services. P ﬁonetravc?cir}i’ esources geme governme terms of blockchain frameworks that have been proposed for it, the maturity of
& technological solutions and case studies that revolve around it.
It focuses on works published between 2008 and 2020. It is Web of Scienpe, Business e-voting, land and property management, smart cities, digital This Ppaper focuses on the use-case independent data/ user/system characterlgtlcs and
[22] conducted followine Kitchenham’s euidelines Source Premier, identities, education, taxation, fund trackin requirements that Blockchain-backed G2C e-government services need to fulfill,
g g : ACM, IEEE 4 4 ’ 8 requirements that are fundamental in order to develop and deploy compliant services.
Peer-reviewed articles (2013-2021) are selected following a Digital currency, e-voting, shared economy, property titles, This systematic review introduces the past and present applications .Of Blockcham
[23] . . . - Scopus . . > . technology in public sectors, as well as the future trend for Blockchain in
structured approach based on inclusion and exclusion criteria. identity management, privacy protection, health records o
governmental organizations.
This paper argues the possibility of implementing smart contracts to enhance the
transparency and efficiency of traditional public procurement procedures which are
) It mentions several Blockchain applications that are likely to Smart contracts, e-voting, e-government, property registry, character'lzed by high levels of corruphqn. Aft'er dlscu§s'mg the main beneﬁts'of
[24] . - . . . Blockchain and smart contracts for public service provision, the authors provide
benefit from the use of smart contracts. public procurement, property registration X . . . . . I
examples of ongoing projects worldwide which are examined in terms of application
area and maturity of the technological solution adopted. Finally, recommendations are
offered to determine the most suitable type of platform depending on the application.
It presents a 252-articles (2012-2022) review on the use of smart Smart contracts, healthcare, potential study, supply chain, Th‘? authors of this paper copduc_t a LR to assess the currenf status of smart contracts, .
[8] IR . Scopus . . . their advantages and limitations in the context of Blockchain technology, as well as their
contracts and their significance for Blockchain technology. energy, rights and data sharing, construction payment -
challenges and possible future developments.
It is conducted following Kitchenham’s guidelines and a . This SLR investigates citizen participation in the delivery of e-government services. The
& & Web of Science, Scopus & P 3 Y &
[25] template analysis technique to identify recurrent themes. It Google Scholal: pus, e-participation, e-government topic of "e-participation” is analyzed in terms of stakeholders involved, participation’s
focuses on the under-investigated topic of e-participation. s pre-conditions, methods and outcomes.
G""Sle Scholar, Scopus, Our survey conceives Blockchain (and Blockchain-related technologies) as the main
iﬁggiel{:fggfecshcig; S ¢ tracts, NFTs, DAOs, Met. t citi driver of governments’ digital transformation and addresses application areas, within
It entails reputable sources published up to the end of 2023. It conference relelases nd sél:\?irti;:{ilol;’?cdsi/ ital rs ecords Z\anea agrenrss’t Sga(r)vzlrrllems’em the public services domain, that can benefit from its adoption. After providing examples
This work is conducted following PRISMA 2020 guidelines. It adopts a : s I8 & ' &8 of real-world implementations at both country and local level for each of the identified
g g P p: y

mixed theoretical /empirical approach.

public statements issued
by local governments (so
called “gray literature”,
that is often neglected)

services, taxation, e-learning, e-procurement, digital identity
ownership, assistance to those in need, sustainability

application scenarios, we discuss technological, regulatory and social hurdles that future
research must address in order for Blockchain technology to fully revolutionize the way
in which public services are traditionally administered.
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Table 1. Cont.

Reference Research Question(s)

- What are current research topics in Blockchain Technology and Public Administration?
[14] - How can we easily implement blockchain solutions in certain sector of public administration?
- Who is involved in blockchain in public administration?
- What are the challenges/disadvantages of current implementations of blockchain technology in the public administration?

[17] - What is the current state of the art in research and which are the main challenges faced in adopting blockchain technologies in the domain of e-Government?
[18] None
[19] - What are the main public services potentially affected by blockchain? - What are the main potential benefits, costs and risks of blockchain in public services for governments, civil servants and citizens?

- Which type of e-government service is provided?

[21] - Which blockchain technology frameworks are used and with what characteristics?
- What is the maturity level of the proposed solution in e-government?
- What is the case study of the proposed solution?

[22] - Which requirements do blockchain-based G2C e-government services need to fulfill?
23] - What are the applications of blockchain in government and public sectors in the past (period 2013-2016) and the present (period 2017-2020)?
- What is the future of blockchain technology in government organizations?
[24] None
- What is the present condition of the field of study?
8] - How significant are smart contracts in blockchain technology?

- What challenges do smart contracts in the blockchain often encounter?
- In what ways will smart contracts in the blockchain develop in the near future?

- What are the motivations and barriers to participate in e-government service delivery from the citizens’ perspective?
[25] - What are the most fitting methods to include the citizens in e-government service delivery?
- What is the impact of citizen participation in e-government service delivery and what dimensions are impacted

- What is the current state of the art in research on Blockchain technology and its application towards public services?

This work - What are the main application areas in government and public sectors that are likely to benefit from Blockchain technology?
- Are there any real-world implementations and case studies or Blockchain and public services are just research topics?
- Are there any challenges that may prevent the widespread adoption of Blockchain technology in public services?
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4. Research Methodology

To provide a detailed overview of blockchain’s state-of-the-art in public service de-
livery, we employed a systematic approach to gather and analyze relevant literature. We
systematically searched relevant papers from recognized databases, including Google
Scholar, Scopus, and ArXiv (Cornell University Library). To enhance our search compre-
hensiveness, we also included sources from the social network ResearchGate. In addition
to these reputable sources of research literature, we expanded our search to encompass reli-
able articles, press conference releases, and public statements issued by local governments.
These sources often document experimentation and implementation for which scholarly
articles are not available but still offer trustworthy and valuable information regarding
application scenarios and trials.

We employed a detailed strategy to identify relevant literature. Initially, we conducted
a broad search using predefined keywords related to blockchain and public services.
Each selected reference was then quickly skimmed to summarize its main content in terms
of keywords, allowing us to identify common topics and themes. To ensure the inclusion of
only pertinent studies, we applied specific eligibility criteria. Studies were included if they
focused on blockchain applications in public services, were published in peer-reviewed
journals, or represented credible sources of grey literature (e.g., government reports and
press releases). We excluded sources that did not directly pertain to our research context or
lacked sufficient methodological rigor. In Figure 1, we summarize our flow diagram.

IDENTIFICATION

[ 6 Duplicate records removed ]

SCREENING

24 sources excluded
Not focused on public
services; Lack of
methodological rigor;
Outdated; Non-credible
source.

ELIGIBILITY

INCLUDED

Figure 1. The supporting PRISMA flow diagram behind our survey.

Following the initial selection, we reduced the number of references by eliminating
those that did not meet our eligibility criteria. This refinement process significantly reduced
the collection of references. To systematically categorize the information, we developed
a comprehensive organizational framework. This involved arranging our sources into
three distinct categories: the technological tools employed (such as smart contracts, the
Metaverse, smart cities, and SSI), the geographical location of the experiments (such as
Italy, Europe, and other global regions), and the specific applications addressed (including
digital identity management, public records management, and social welfare processes).
This structured approach allowed us to synthesize the literature effectively, providing
a transparent and comprehensive understanding of how blockchain technology can be
applied to public service delivery in alignment with the PRISMA 2020 guidelines [20]. To
present our findings, we leverage three different “maps”, arranging our sources in terms of
technology (i.e., technological tools employed), geography (i.e., where the experiment has
been carried out), and functionality (i.e., what application has been tackled).
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For what concerns the first map, we identified four main technologies: smart contracts,
the Metaverse (including its enabling technologies), smart cities and self-sovereign identity
(SSI). For each of these technologies, we listed the relevant sources we found: [8,24,26-39]
for the first; [12,13,40-53] for the second technology; [30,35] for the third; [30,32,37,54-56]
concerning SSI. A pictorial representation of the distribution of the sources across the four
main technologies is provided in Figure 2.

Smart contracts

SSI (self-sovereign identity)

Metaverse

Smart cities

Figure 2. Distribution of the sources across the identified four main technologies.

Regarding the geographic map, we organized the references according to three main
geographic areas, namely “Italy”, “Europe”, and “World”, highlighting [28,29,33,57-62]
for Italy, [26,31,37,54,63-67] for Europe, and [13,35,41-43,47-50,52,53,55,56,62,68-73] for
“World”. A pictorial representation of the distribution of the sources across these three
geographical areas is provided in Figure 3, with a more detailed breakdown in Figures 4
(Italy and Europe) and 5 (the rest of the world).

21

184

Number of references
- =
o © N w

w

World Italy Europe
Geographic area

Figure 3. Distribution of the sources across the three geographical areas.
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Figure 5. Frequency heatmap for the number of sources (the rest of the world).

Concerning the chart arranged by functionality, we first distinguished the retrieved
references into those focusing on a particular functionality, highlighting [21,25,27,29,31-
34,37,42,48,58,59,66,67,73], and those providing a comprehensive overview of the differ-
ent functionalities that may benefit from blockchain-related technology implementation,
emphasizing [13,19,24,26,43-45,47,50,53,55,56,62—-65,68,69,71,74] as relevant sources. For
the former kind of references, we then identified six main subject areas: public records
issuance/management [34,37,58,73], social benefit processes [31,33,59,66], public procure-
ment [32], e-government (with the latter including e-voting and other governmental appli-
cations) [21,25,27,29,42,48,67], healthcare /emergency [36,49,51,52], and supply chain/trade
operations [67,75], see Figure 6 for an overview. On the other hand, references embrac-
ing multiple functionalities were summarized in terms of keywords from which eight
functional areas were extracted: thematic areas, along with their respective meaningful
keywords, are summarized in Table 2. Thematic areas were highlighted to simplify the
process of acknowledging references pertaining to the same functionality. This helped us
to rank different functionalities by taking into account the number of references relating
to each.
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Table 2. Functional areas and their respective keywords.

Functional Area(s)

Keyword(s)

digital records management

e-government services
taxation

e-learning

e-procurement

digital identity ownership
assistance to those in need
sustainability

land registry/civil registration/census records/property registration/

public records management

e-government/e-voting/remote governance/public services provision/e-participation
tax collection/taxes and refunds/tax system

education/digital academic credentials/training and education

public procurement

personal identification/digital signature/digital identities/identity management
healthcare/social welfare/social protection/asylum process management

urban planning/environment/agriculture
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Figure 6. Distribution of the sources according to their functionalities.

The three charts that we obtained were used as a starting point for how to arrange our
survey. After acknowledging that the vast majority of existing literature either focuses on
a specific technology/functionality /real-world implementation or provides a high-level
review of different public sector domains for which blockchain technology could turn out
to be useful, we decided to put together a review that stands out for its peculiarity of
bringing together, for each functionality, both vertical (that focus on the functionality) and
horizontal (that mention the functionality among prospective application areas) works, in
addition to providing examples of real-world implementations. Therefore, the following
section is organized by functionality, discussing each in terms of potential applications, as
well as existing implementations at both the country and local levels.

5. Applications
5.1. e-Government, e-Voting, and Other Governmental Applications

The all-encompassing term “e-government” refers to the use of information and
communication technologies (ICT) to enhance citizen participation and the efficiency, effec-
tiveness, and transparency of public services provided. In [21], the authors observe that,
since 2018, there has been a rise in interest in blockchain technology, as confirmed by the
increasing number of papers and articles. However, only a small fraction of the proposed
solutions have reached the prototyping stage. There are still issues concerning data pro-
tection and integration with other technologies in the context of public services provision
that have to be addressed. Estonia is mentioned in [65,69] as being one of the forerunners
of blockchain adoption in the public sector. All Estonian organizations rely heavily on a
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data exchange infrastructure that allows them to communicate and exchange sensitive data
safely. Blockchain could be used as a tool to move beyond an outdated framework based
on isolated silos by leveraging its immutability to reduce accountability and auditing costs.
Furthermore, blockchain has advantages in terms of disintermediation, process stream-
lining, efficiency, cost reduction, and trust. All these features make it a suitable choice
for public administrative bodies, as the increasing number of implementations, projects,
and tests confirm. According to [62], from 2020 to 2022, blockchain adoption has moved
from an initial phase of hype to a mature stage, as evidenced by the growing number of
initiatives. The majority of solutions are aimed at “notarizing” existing processes, making
them more secure, verifiable, and transparent.

The authors in [74] discuss electronic voting systems as one of the main areas of poten-
tial blockchain application and present the technology as a database management solution
that can facilitate public service provisions while still ensuring security and data integrity.
In [27], the authors present “Crypto-voting”, an e-voting system based on blockchain
technology that aims to safeguard vote privacy against cyberattacks. The system relies on
sidechain technology, which consists of a main permissioned blockchain and a subordinate
blockchain that communicate with each other according to synchronization criteria. The
two sidechains serve different purposes: the first is used to store eligible voters and their
votes, whereas the second is used to count votes and publish results, and smart contracts
are used to manage voting procedures. The Italian Municipality of Naples conducted its
own trial with the aim of evaluating blockchain in the context of e-voting. As explained
in [29], the task force responsible for the implementation proposed a system based on a
permissionless blockchain, separating the voter’s identification by the polling station’s pres-
ident from the preference expressed in the polling booth. The electronic vote becomes not
only legitimate but also immutable thanks to a permissionless system that does not require
third-party intermediation for granting the required authorizations. All in all, blockchain in
the public sector is leveraged to provide transparent and verifiable information to citizens
and to promote the integration of resources by different administrative bodies.

Blockchain can also act as an enabling tool, facilitating other technologies which
contribute to enhancing public service provisions. An example is represented by smart
contracts, self-executing agreements written in computer code that do not require the
intermediation of a third party and that are triggered once some predefined conditions
are met (cf. Section 2.1). As stated in [24], smart contracts could be used as a tool to
ensure the integrity of procedures and administrative concessions, enhancing transparency
and people’s trust in processes given the fact that a computer program executes a series
of semantically and syntactically valid instructions, which leave no space for human
interpretation. Ethereum and Lisk are recommended as platform alternatives as they
support smart contracts (the former) and decentralized applications (the latter), in addition
to both being enabled by public blockchains with unrestricted access.

The Metaverse (cf. Section 2.4) is another virtuous example of blockchain-enabled
technology. Ref. [42] presents it as a technical design based on five main building blocks
(decentralization, perception, exploration, hardware, and software), in which distributed
communities (i.e., DAOs) can adopt their own system of governance without the need for
third-party resources [46]. In [43], the authors examine several use cases and implementa-
tions of the Metaverse around the globe, with Seoul being a pioneer in the adoption of such
technology for remote governance, allowing citizens and civil servants to interact with
each other through virtual town halls and offices to improve the efficiency and effective-
ness of public services provision [47]. Ref. [45] acknowledges that there is still a research
gap concerning how the technology could be applied to the public sector in general and
e-government in particular. Nevertheless, it has the potential to transform public service
delivery, offering a more user-centric experience thanks to the integration of data and
technology and increasing accessibility to public services through virtual town halls.

VR, also in the context of the Metaverse, is the final example of ICT that has po-
tential use cases that could benefit e-government. According to [44], it enables gov-
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ernment agencies and public administration to engage citizens in a wide range of ac-
tivities and utilize their “collective wisdom” to develop solutions that address societal
problems [25,48]. The technology could be leveraged to enable community meetings in
virtual spaces and enhance coordination between governmental agencies and communi-
cation between administrative bodies and citizens. As some of the key requirements for
VR adoption concern data security and identification, blockchain technology could be
leveraged thanks to its security, integrity, verifiability, and transparency.

5.2. Social Welfare and Social Protection Processes

In a modern society characterized by social inequalities, social welfare and social
protection play a fundamental role. Although the two terms are often used interchangeably,
they have different meanings. Social welfare refers to the overall well-being of individu-
als in a society and includes all services aimed at helping those in need, whereas social
protection focuses on helping those who are vulnerable and facing critical risks such as
poverty, unemployment, and illnesses. As mentioned in [19], in terms of social protection,
blockchain could be leveraged to disintermediate governmental transfers to citizens, trans-
forming the way social policy is implemented thanks to its security and transparency in
handling transfers [35]. Ref. [26], which explores Estonia’s blockchain project in general,
focuses on organizations from the social welfare and healthcare sector in particular. For
example, the Health Insurance Fund, an organization responsible for the provision of
health insurance, benefits, and digital prescriptions, is planning to expand its platform
with e-consultation services and nationwide databases, relying on distinctive blockchain
features to enhance accountability and reduce costs. Thanks to improvements in traceability
enabled by blockchain, each health item could be marked with a code which would be
used to verify its authenticity and composition [36]. The Unemployment Insurance Fund
is likely to experience similar advantages thanks to the adoption of technology. Several
European countries have started conducting experiments regarding the implementation
of blockchain in this area. For example, Ref. [64] mentions that the German Office for
Refugees proposed a blockchain-based solution aimed at simplifying the asylum process
by making public authorities issue digital certificates whose authenticity and integrity can
be easily verified [66].

Initiatives can also be found at the local level. In Northern Italy, the municipality
of Cinisello Balsamo, as explained in [59], was among the first in the European Union to
adopt blockchain to simplify administrative procedures. Its “free nursery” trial measure
was aimed at simplifying access to the calls, cutting administrative steps, and relying on
blockchain technology to verify eligibility thanks to digital certificates stored in one’s digital
wallet. Chieti, a city in Central Italy, is another virtuous example that is worth mentioning.
As reported in [33], the municipality experimented with blockchain for the registration of
practices such as maternity allowance, access to home care services for the disabled and the
elderly, access to transportation services for the disabled, and applications for obtaining
home educational assistance for people with sensory disabilities, all practices of great social
relevance whose transparency and security are a key priority for citizens. The authors
in [31], in collaboration with the Danish Syddjurs municipality, implemented a prototype for
a specific social benefit process (compensation for earnings lost due to the caring of a child
with a long-term illness) as an Ethereum-based smart contract that acts as an intermediary
between the citizen, the municipal government caseworker, and the Appeals Board. The
proposed system consists of a back-end of smart contracts written in Solidity, a front-end
of web apps that communicate with the blockchain through the MetaMask library and a
local database for the municipal government. As sensitive data are involved in the process,
the system only stores a hash of the information, whereas a full copy is stored locally by
the municipality.

Finally, blockchain-based technologies such as the Metaverse find applications in the
social welfare context, as evidenced in both [43,49] concerning healthcare provision.
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5.3. Education and Training

Although the link with the educational sector might not seem obvious, blockchain
technology has the potential to revolutionize the way in which education is traditionally
administered. Thanks to its distinctive features of security, integrity, and transparency,
blockchain may act as a hosting platform for academic credentials, records, curricula,
and certifications. As reported in [64], the University of Lille (France) issued digital
academic credentials whose authenticity can be easily verified on the blockchain and the
EBSI (European Blockchain Services Infrastructure), an EU-wide infrastructure that aims to
enhance collaboration between country-level public administrations, piloting a cross-border
solution involving more than 12 countries.

Blockchain-based technologies, such as smart contracts and the Metaverse, may also
disrupt the educational sector thanks to innovative use cases that go beyond the issuance of
digital academic credentials. Ref. [43] mentions Shanghai as a virtuous example of a country
that is building up its own Metaverse infrastructure for education [50]. Dubai is taking it one
step further by experimenting with the Metaverse as a platform for training employees, with
the expectation to create more than 40,000 virtual jobs by the end of 2028. Ref. [45] presents
training and education as use cases with the potential to benefit the public sector for public
service delivery, with prospective applications for distance learning, making educational
resources more affordable and enabling a more immersive learning experience [51]. Virtual
reality, one of the key Metaverse-enabling technologies, finds application in this domain as well.
As stated in [44], one of the possible applications of this quite recent technology is in the context
of training and education, where it could be helpful for emergency services training [52] and
to visualize damages to public infrastructures within the scope of public utilities.

5.4. Digital Identity Management

As the name already suggests, digital identity is nothing more than a digital representa-
tion of a person’s physical identity, which enables access to services once it has been verified.
According to [62,74], public areas of potential blockchain application involve decentralized
systems for personal identification, digital signature, and access authorization, with clear
advantages in terms of disintermediation, process simplification, trust, and decreased costs.
Ref. [19] states that digital identity could be transformed into a more efficient and accessible
public service thanks to blockchain adoption. For example, governments may save large
sums of money by employing physical office spaces for verification and call centers [55].
As mentioned in [30], blockchain technology can take it one step further, enabling a decen-
tralized digital identity referred to as self-sovereign identity (SSI) through a public—private
key pair for enhanced security, which allows citizens to exert full control over their per-
sonal information, overcoming the limitations of traditional centralized infrastructures. As
discussed in [54,56], centralized storage solutions pose challenges in terms of a single point
of failure and raise concerns regarding privacy and government control over everyone’s
data. SSI could prevent surveillance and misuse from happening thanks to the possibility
of tracking access to someone’s information and the validity of credentials. The Italian
Ministry of Economy and Finance, in [28], acknowledges that the EU has well understood
the potential of blockchain in this context, deciding to launch a pan-European project called
Poseidon that aims to build a platform for the management and protection of personal data.
The platform, initially accessible to public administration employees through the use of
smart contracts and blockchain to implement the principles of transparency and encryption,
provides them with more control over their digital identity by enabling them to determine
who can process their data, grant or revoke permissions, and decide on the removal of their
personal information from the platform. This EU-wide initiative has paved the way for sev-
eral initiatives at the local level. In [64], identity management is mentioned as one of the key
use cases that could benefit from blockchain adoption, and the government of Catalunya is
presented as a municipality that deployed a solution to offer students discounts on utilities
using their digital identity. Refs. [19,26,63] introduce Estonia’s e-residency program as a
good example of how blockchain could change the traditional way in which citizens and
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public sector bodies interact, diminishing costs required to promote public services and
reducing the administrative burden on both the state and citizens.

5.5. Public Procurement

Public procurement refers to the purchase of goods, services, and works by gov-
ernments and state-owned enterprises. Notably, as public procurement is carried out
using taxpayers’ money, governments are expected to perform it efficiently and with high
standards of conduct to safeguard public interest and ensure the quality of public ser-
vice provisions. This is when blockchain comes into play, thanks to its potential to make
public service delivery more efficient and transparent, addressing corruption and other
concerns [76]. Ref. [19] identifies public procurement as one of the key functionalities
that are likely to benefit from blockchain implementation. As stated in [19], governments
and state-owned enterprises could display their expenses on a public ledger available
to all citizens. This would enhance transparency and accountability while still ensuring
anonymity, thanks to the platform’s design [70]. Smart contracts are one of the main tools
that could be leveraged to achieve enhanced transparency. Ref. [24] mentions several
Spanish initiatives involving a decentralized registry of offers as a tool to allow automated
validation of offerings through smart contracts. The authors in [32] take it one step further
by proposing a prototype that relies on smart contracts to automatize the recording of some
transactions in order to address the challenges of human fallibility, improper information
disclosure, and hidden agreements that characterize any public procurement procedure.
The prototype works as follows: during the bidding phase, a smart contract is used in order
to ensure that no price information is transmitted or stored and that a company cannot
change the price once it has submitted an offer. After an offering period, the smart contract
executes itself and declares a preliminary winner (the supplier offering the lowest price),
whose compliance with legal requirements is verified in the subsequent step. The supplier
habilitation phase involves the concept of self-sovereign identity (SSI), with each vendor be-
ing associated with a digital identity with blockchain-stored certifications that can be bound
to it. A smart contract executes itself in order to check whether participating companies
comply with all general and tender-specific requirements. During the delivery verification
stage of the process, a smart contract is used to randomly select two or more auditors that
are responsible for evaluating the quality of delivered goods, services, and works.

5.6. Public Records Management

The all-embracing term “public record” refers to any piece of personal information
that has been processed and stored by a public office. Within this context, blockchain
technology could be used to provide access to information stored in a single location,
moving beyond a scenario in which different pieces of personal information are usually
stored in different databases that do not communicate with each other. The so-called
“integration of resources”, namely the enhanced information exchange and cooperation
between different public organizations, is one of the key benefits that the technology
could bring. Refs. [68,74] mention civil registration, the storage of birth/marriage/death
certificates, as one of the main areas of blockchain application. By storing information in a
decentralized way, the technology could prevent unauthorized access, thereby preventing
the records from being tampered with. Ref. [19] identifies public record management as
the main sector that could potentially be affected by blockchain technology, with the latter
being used to make records more accessible, reducing the cost of registering information
and ensuring that records are kept up to date. Blockchain-based technologies could also be
leveraged for asset registration. Ref. [24] highlights the use of smart contracts for property
registration to verify the identity of the buyer and seller and automatically register the
property on behalf of the new owner [71]. Land registry is cited by both [63,64] as a field
where blockchain technology could be exploited as well, with the latter reporting Sweden’s
experimentation of a blockchain-based solution for the transfer of land titles, reducing the
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amount of time required for property registration from 4 months to a few days, leading to
time and cost savings [37].

5.7. Certificate Issuance

Among several fields, blockchain technology finds application in the context of certifi-
cate issuance, where it has the potential to transform public administration by improving
transparency and efficiency of public services. Ref. [34] focuses on the integration of
Ethereum and a decentralized file storage system, the Interplanetary File System (IFS),
for birth certificate issuance through the Notarial office. The system works as follows: a
resident uploads relevant documents on IFPS (an off-chain solution to incur lower gas fees)
to generate a hash and then uploads the hash on Ethereum. A smart contract sends the hash
to the Notarial Office, which decrypts it on IFPS to verify identity. The key advantage of the
proposed solution is that documents and data are stored across a decentralized network
of nodes, thereby preventing any attempt at tampering. Ethereum-based smart contracts
supplement this with timestamped, immutable records of transactions, thus guaranteeing
the preservation of historical data. Initiatives within the context of certificate issuance
can also be found at the Italian Level. As reported in [58], the municipality of Bari has
experimented with blockchain technology to digitize the issuance of guarantee insurance
policies, with the aim of dematerializing the issuance process and uniquely certifying the
contractor’s possession of guarantees.

5.8. Tax Collection

As evidenced in [63], blockchain technology could be leveraged to enhance the overall
functioning of the tax system. Ref. [75] highlights how blockchain could bring benefits
to governments in terms of cooperation between different tax authorities and customs
agencies. Thanks to the technology’s distinctive features of transparency and traceability,
blockchain could empower tax authorities to detect fraud and errors more efficiently and
effectively [72], as shown in Ref. [67]. Furthermore, it could also be used to improve inter-
agency coordination thanks to its decentralized nature. The potential use of the technology
within this context is also examined in [74], which mentions the “UK to trial Blockchain in
welfare payments” project as an example of a distributed-ledger solution to support the
realization of tasks in relation to tax collection.

5.9. Sustainability

Within the context of blockchain technology used in the public sector, the all-encompassing
term “sustainability” is used with the connotation of urban planning and food produc-
tion/recycling. As reported in [68], blockchain finds application in the field of agriculture,
where it could be used to ensure the traceability of food origins. In Southern Italy, as explained
in [57], the municipality of Cosenza has launched a trial of blockchain technology for the
reuse of food stocks close to expiration from large retailers, in collaboration with NTT Data,
the University of Calabria, and Banco Alimentare (a non-profit Italian food bank foundation).
The technology is being leveraged to certify food donations from supermarkets, canteens,
and stores.

In the area of urban planning, the Metaverse is one of the most promising blockchain-
based technologies, together with its enabling technologies, such as VR, as mentioned
in both [44,45]. Ref. [43] discusses several real-world implementations, such as on the
small island of Tuvalu (Pacific Ocean), which is using the Metaverse to recreate its physical
assets in a virtual world to preserve them against threats such as climate change, as well
as Shanghai and Saudi Arabia, with the latter allowing people to “live” in the Metaverse
while the city (Neom) is being built [53].

6. Challenges and Future Directions

Despite its clear advantages in terms of security, integrity, immutability, transparency,
and traceability, there are still challenges that have to be addressed if the widespread



Future Internet 2024, 16, 290

18 of 22

adoption of blockchain technology in the public sector is to be achieved. In the following,
we stratify the challenges into three main categories: technological, legal and regulatory,
and social.

From a technical perspective, key research priorities include addressing scalability chal-
lenges as blockchain networks expand [2], improving interoperability between different
platforms (also off-chain hosting) [77], and enhancing the security and privacy of blockchain
applications to prevent breaches and hacking attacks [17,78]. As far as the latter is concerned,
blockchains should feature robust protocols (e.g., validation protocols), accounting for the
high energy consumption of (some) blockchain validation processes [1]. As explained in [68],
the technology is still immature concerning applications that go beyond the financial context
as the vast majority of the proposed solutions are still in a conceptual /experimental phase
and only a small percentage of them have reached the evaluation/prototyping stage [21]. This
will provide policymakers with practical, evidence-based insights regarding the benefits, risks,
and costs of blockchain in public services. Furthermore, it poses challenges in terms of a lack
of public awareness and potential failures, which may expose sensitive information, making it
difficult to identify the institutions responsible for managing the system in a decentralized
scenario such as the one that blockchain technology enables [21].

On the legal and regulatory front, future research endeavours must investigate the
appropriate frameworks to govern the use of blockchain in the public sector, ensuring
compliance with data privacy laws and addressing liability concerns. As blockchain
disrupts traditional models of public service delivery, legal scholars will need to tackle
novel questions around the role of public authorities and the legal status of decentralized,
blockchain-based systems. For example, Ref. [19] describes legal uncertainty as one of the
major barriers to achieving extensive adoption, as blockchain agreements still do not have
the legal value of a contract [73] and identifying which jurisdiction applies in the context of
international blockchains is challenging [79]. Issues have also emerged from real-world
experimentations. As mentioned in [31], one of the main implementation challenges is
the dichotomy between the need for immutable contracts on the one hand [38,39] and
the need to support constantly changing laws and reverse cases that were decided in an
unlawful manner on the other. For example, within the context of smart contracts, there
are conflicting requirements related to the nature of blockchain technologies that need to
be addressed as they need to be immutable and outside the government’s control when
running but also editable when laws change and when there is a mistake that may lead to
unlawful behavior.

Finally, from a social standpoint, understanding the impact of blockchain on public
trust, acceptance, and governance is crucial [22]. Organizational and societal implications
of blockchain’s decentralized and transparent nature must be studied, exploring how it
may reshape the relationship between citizens and their governments [17]. Investigating
strategies to build trust in blockchain-based public services will be essential for driving
widespread adoption.

7. Conclusions

Blockchain technology has the potential to revolutionize the way in which several
domains, such as public services provision, are traditionally administered. Thanks to
its clear advantages in terms of transparency, integrity, immutability, traceability, and
efficiency, blockchain could be exploited to provide and manage public services without
the intervention of third parties, thus contributing to enhancing people’s perception of
public administration. After quickly presenting the main distinctive features of blockchain
and blockchain-enabled technologies, we outlined the research methodology that allowed
us to identify potential research gaps that were used as a starting point for how to ar-
range our discussion. The survey we put together stands out for combining, for each
functional area, both vertical and horizontal works, in addition to providing examples
of real-world implementations, compared to traditional works that focus on a selected
technology /functionality /implementation. Although blockchain technology could disrupt
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public service delivery, there are still many challenges to its widespread adoption that
have to be dealt with, the most relevant being the technology’s immaturity and lack of
public awareness, not to mention legal uncertainty and the risk of data breaches that could
involve sensitive information stored on the Blockchain. There is an obvious research gap
concerning the challenges that this cutting-edge technology poses. Future research should
focus on how these issues could be mediated. Only if challenges which stem from the
technology’s characterizing features are to be coped with can the full potential of blockchain
in transforming people’s way of interacting with public administration and improving
their societal well-being be unlocked.
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Abbreviations

The following abbreviations are used in this manuscript:

AR Augmented Reality

DAO Decentralized Autonomous Organization
DLT  Distributed Ledger Technology

EBSI  European Blockchain Services Infrastructure
EU European Union

EVM  Ethereum Virtual Machine

G2C  Government-to-Citizen

ICT Information and Communication Technologies
IPFS  InterPlanetary File System

LR Literature Review

NFT  Non-Fungible Token

RQ Research Question

SLR  Systematic Literature Review

SSI Self-Sovreign Identity

UK United Kingdom

VR Virtual Reality
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