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«They say things are happening at the border, but nobody knows which border» (Mark Strand)

Technological innovation in creditworthiness assessment

by Antonio Davola

Abstract: Consumer scores describe individuals or groups in order to predict, on the basis of their data, behaviors and outcomes. Scores use
information about consumer characteristics and attributes by means of statistical models that produce a range of numeric scores, and they proliferate
in day-to-day interactions: in the US only, roughly 140 scoring algorithms are implemented for a wide range of services, and the most advanced of
them can elaborate up to 8.000 individual variables.

In particular, credit-scoring systems are used to evaluate individuals’ creditworthiness for access to finance. Credit scores are implemented by both
institutional operators and emerging P2P lending platform: a positive credit score represents an essential means for access to credit, and therefore as a
tool for individual and social development.

At the same time, not everyone can be allowed to access to credit under the same conditions: individuals and businesses shall be distinguished based
on predictions regarding their likelihood to repay loans, and the characteristics of their credit shall be determined accordingly. When effective, good
evaluations enable lenders to respond promptly to market conditions and customer needs: both lenders and borrowers stand benefits.

These new forms of scoring provide an opportunity to access credit to transparent and unbanked individuals without a consistent credit history,
promoting forms of inclusion. Nevertheless, they entail significant risks: lenders should be attentive to avoiding disparate impact and unfair
outcomes, while at the same time considering how to comply with the obligations of disclosure and transparency towards consumers. Lastly, how
these new systems (e.g. scores implementing aggregated data and scores based on indirect proxies for sensitive factors) fit in the current European
regulatory framework is still largely uncertain.

Striking the balance between conflicting interests and reaching the optimal level of access to credit poses a fundamental challenge for regulators.

In order to provide a normative response to these concerns, the paper provides an overview of credit scoring algorithms and their role in order to
promote access to credit and financial inclusion, comparing them with the already existing tools (such as the FICO score). Then, it investigates the
similarities existing between the consumer-scoring systems and the activity conducted by credit rating agencies — subject to careful examination by
regulators in the US and in Europe following the 2008 financial crisis) to develop a regulatory proposal.

In particular (arguing in favor of an intervention by analogy), the research illustrates a tentative regulatory model taking advantage of the framework
delineated by the Reg. EU/462/2013 for credit rating agencies as a matrix to develop specific obligations for companies involved in the development
and use of consumer-scoring algorithms, ultimately allowing for information on credit scoring methodologies and relevant data to be monitored and
audited by consumers and supervisory agencies.

Summary: 1. Prelude: tales of consumer scoring. — 2. Some preliminary considerations on Fintech, access to credit and innovation as a tool for
promoting financial inclusion. — 3. Traditional scoring systems and their shortcomings: the FICO score. — 4. Credit scoring 2.0 — 5. Risks and
opportunities in the use of credit scoring 2.0 — 6. The normative framework for creditworthiness assessment, and the uncertainties it unfolds. - 7.
Looking for true novelty in soft-data analysis, and the analogy between Consumer Reporting Agencies and Credit Rating Agencies. — 8. A tentative
regulatory proposal. - 9. Conclusive Remarks.

1. In 2014, the People’s Republic of China officially started the implementation of its Social Credit System (#1215 Fi{k &, shehui xinyong tixi, “SCS”):
each Chinese citizen is classified in a national database and — on the basis of the information available to the government — she is assigned a “social
credit score”.[1] Despite being recently implemented, the idea of using a social credit system to represent the social and economic condition of
citizens (as a parameter for attributing benefits or exclusions)[2] dates back to the early ‘90s.[3] In 2018, 40 Chinese local governments had already
introduced piloted — privately or publicly managed — versions of the SCS under their jurisdictions, and a full implementation of the SCS program on
national scaled is expected to be completed by 2020.[4]

On the other side of the ocean, during the 2017 international conference Money 20/20, PayPal President and CEO Dan Schulman made a passionate
speech to thousands about the globe’s working poor and their need for access to banking and credit. Schulman underlined the role of algorithmic
credit scoring, where payments and social media data coupled to machine learning are exploited to make lending decisions, as the primary tool for
lending activity in the future, given the capacity of these technologies to promote access to credit for those individuals who lack traditional assets and
guarantees, being therefore excluded from investments.[5]

These episodes are symptomatic of the growing attention that credit scoring algorithms for the assessment of individuals’ creditworthiness are
receiving in the contemporary society.

The creditworthiness assessment is defined, in general terms, as the probabilistic evaluation that a professional operator in the credit sector operates
in order to predict the applicant’s future conducts, with particular regards to her future solvency perspective. Such evaluation is preliminary and
prodromal to the concession — or denial - of a loan.[6]

When automated tools are used in this process, the assessment of creditworthiness is performed by decision-making algorithms, elaborating different
variables (depending on the specific model considered) in order to classify the applicants in tiers, provide a numeric score, or even to state a binary
answer regarding her suitability for a loan.[7]

The ultimate goal of this process is to offer effective resources for the identification of the risk of insolvency, to assess the probability of repayment,
and to provide the credit institution information in order to better discriminate loans rate and conditions amongst applicants.[8]
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Consumer credit scoring constitutes one of the most significant areas of Fintech: between 2014 and 2017, global investments in the use of IoT and ICT
for the customization and provision of financial services grew from 19.9 to 39.4 billion dollars, and they exceeded 41.7 billion dollars in the first half
of 2018.[9] In this field, a major amount of the investments is directed towards the improvement of services connected to retail consumer credit.[10]

If, on the one hand, algorithmic scoring is a resource for credit institutions, it nevertheless creates new risks for individuals: an unfortunate example
of such occurrences happened in 2009 to the businessman Kevin Johnson, whose was unilaterally subject to a forced reduction of his credit limit
(around 65 percent) by his bank due to the outcome of his profiling.[11] It goes without saying, that Johnson was unaware of these tracking and
elaboration activities being performed on his account.

The use of algorithmic technologies for the elaboration of credit scoring lies at the crossroads of different principles and interests: critical assessment
of the various facet of the issue are therefore needed in order to contextualize and address both the microeconomic (e.g. consumers’ autonomy,
freedom and privacy) and macroeconomic aspects (e.g. the duality between responsible borrowing/lending, and financial inclusion) of this
heterogeneous phenomenon.

2. In order to properly investigate the implications technological innovations for consumers’ access to credit, it is first and foremost necessary to
operate some preliminary considerations on the wider topic of financial inclusion.[12] Such a necessity arises from the fact that the concept of
financial inclusion is at the very own interpretative core of the role that operators in the credit market play in contemporary market economy and,
therefore, constitute a major guideline in balancing their rights and duties towards debtors.

On one side, promoting access to credit represents a fundamental resource to ensure individuals’ economic citizenship; on the other one, it is widely
acknowledged that an equally relevant goal lies in ensuring a responsible access to finance and (then) repayment: an excessive relaxation of the
system would undermine the stability of professional operators with a substantive detrimental effect over the general welfare, exacerbating public
debt.[13]

Empirical studies widely demonstrated that financial inclusion represents a pivotal resource in developing countries, reducing social inequality and
local poverty; in addition, numerous studies suggest that beneficial effects arising from major financial inclusion can be experienced also in more
advanced economies.[14] This is likely to happen, in particular, in those countries where — despite the general sophistication of the economic
framework — significant groups of individuals are nevertheless not fully integrated in the financial system: in such situations, introducing alternative
modes of access to credit and savings usually increases investments levels, level of consumption, employment rate, and (more in general) allows for a
better management of market shocks.[15]

These researches prove themselves particularly significant in light of the profound re-interpretation of the main European normative corpora that was
conducted after the 2008 financial crisis — and the subsequent stiffening of the credit offer over the Union territory:[16] amongst the main regulatory
novelties, particular reference shall be made to the enactment of the Directive 2008/48/EC on credit agreements for consumers[17] and the Directive
2014/17/EU on credit agreements for consumers relating to residential immovable property.[18] These changes were, as a matter of fact,
symptomatic of the will to introduce a set of expected conducts both for consumers and creditors, by embracing an amphibious perspective apt to
reach a high-level of consumer protection and stimulate the credit market.[19] In a ‘co-responsibility framework’, creditors are required to check the
creditworthiness of their clients on an individual, casuistic, basis, operating a thoughtful evaluation of all the information that might be relevant to
predict the applicant’s (in)solvency.

As a consequence of the joint effect of normative efforts and technological developments, operators in the credit market stared to consider and
implement alternative models of calculation: in particular, scoring algorithms based on big data analysis machine learning and other forms of
predictive modelling offered a valuable opportunity to introduce in the creditworthiness assessment new — previously unconsidered — variables,
related to consumers’ behavioural, environmental, and social characteristics.[20] These innovations were initially employed by emerging private
actors in the credit market, such as P2P lending platforms, and progressively met the favour of institutional creditors.[21]

Scoring algorithms are supposed to overcome the shortcomings that traditional assessment mechanisms present, considering both the precision of the
issued consumer rating, and the capacity of allowing “transparent” individuals to access credit.

3. A major divide existing between the “new” scoring systems and the old ones is related to the kind of data they elaborate: traditional information
used by credit institution in order quantify and supply loans is based — ever since the first calculation tools began to operate[22] — on hard data, that
are objective, quantitative in nature and easily verifiable.[23] Amongst software using hard data for the creditworthiness assessment, the most
popular one is the Fair Isaac Corporation (FICO) score.[24] Despite the long-lasting persistence of trade secret agreements on the characteristics of the
calculation algorithm, nowadays it is publicly disclosed that the FICO score operates a classification of the information related to the applicant into
five categories (payment history; amounts owned; length of the credit history; new credit; type of credit used); each category has its own individual
value and a specific weight in the overall score: the combination the different values contributes to the calculation of an overall score ranging between
350 and 800. Lastly, the score collocates the applicant within one of five “creditworthiness levels”.[25]

Despite being widely used in the professional practice, significant critics invest (on the one hand) the lack of transparency of the FICO algorithm and
(on the other one) its difficulty to adequately assess the creditworthiness of individuals with short credit history.

It was noted, first and foremost, that the generic mention of the five categories contributing to the overall score is inadequate to properly inform
applicants (and supervisory entities) regarding which specific information is considered in the assessment, and how it is actually processed by the
algorithm.[26] As a counterargument, representatives of the industry stressed the need to protect the secrecy and industrial value of the scoring
algorithm;[27] in recent times, the debate was further exacerbated in the light of the sub-prime crisis.[28]

Secondly, empirical studies observed that the use of the FICO score embodies an intrinsic risk of systematically excluding some areas of the
population from access to credit:[29] reliance on FICO parameters as proxies to evaluate creditworthiness ends up creating economic “credit deserts”,
where individuals are precluded from investments and financial services.[30] This issue is further aggravated by the uncertainties surrounding the
effective correlation between FICO score and individuals” solvency, due to the chance of erroneous inferences operated from the applicants’ data.[31]

Further risks of exclusion due to the use of FICO arises from the potential absence of traditional data for specific groups of a community. Due to the
changes that invested consumption dynamics and socioeconomic relations in the contemporary society, many consumers (e.g. gig-economy workers,
immigrants or young professionals) cannot be properly evaluated through the FICO categories: they do not have a long-enough credit history,
conduct atypical businesses, and obtained economic resources outside traditional credit channels.[32]
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As far as these cases are concerned, using quantitative data as the sole proxy to determine individual’s creditworthiness might be misguiding and
determine unfair refusals or unjust conditions for a loan, since the outcome has no real connection with the applicants’ solvency or welfare status.[33]

Against this background, it shall be defended that reliance on hard data entail significant benefits for both credit institutions and applicants: as far as
the firsts are considered, credit history still represents an extremely reliable information and, since quantitative hard data are usually detained by
operators themselves (e.g. banks), using them as main proxy for the creditworthiness assessment creates a significant competitive advantage for
traditional operators and constitutes a major entry barrier for competitors. [34] From the consumers’ perspective, the main advantage of relying
exclusively on hard data — given that this sort of information usually pertains to the applicants’ financial activity — is that no sensitive data on
personal or social habits are acquired nor elaborated their counterparties. Furthermore, the use of (relatively) simple calculation algorithms with few,
known, variables, allows consumer to monitor — up to certain extent — the fairness and accuracy of the evaluation, in order for them to pinpoint and
correct errors, and eventually to react to privacy violations.

Still, the persistent existence of groups who are unable to access credit due to traditional quantitative credit scoring systems, and the growing
availability of behavioural and environmental data, pushing towards the inclusion of alternative systems for the creditworthiness assessment,
leading to significant normative uncertainties.

4. As it was preliminary underlined, the availability of a vast amount of information in the digital environment introduced new opportunities for
credit operators, reshaping their relations with consumers and promoting significant changes in the modes of access to finance.

In the s.c. data society, individuals operate as “informative agents”, and digital technologies are exploited in order to gather and process the
information that consumers furnish — through their use of ICTs and IoT - on the different channels to identify features that are relevant to the users,
and to develop personalized commercial strategies based on individuals’ preferences.[35]

In particular, through ICTs, social media analysis, wearable devices and app tracking, credit institutions can collect and connect psychological,
environmental, behavioural, and social data, profile people (being even capable of deducing their emotions by means of affecting computing
analysis) and modify their commercial strategy and product offering through algorithmic elaborations.[36]

This phenomenon had pervasive implications in all the areas connected to B2C transactions and, in the field of credit scoring, led to the utilization of
creditworthiness algorithms based on big data analysis and techniques such as the Knowledge Discovery in Databases as resources to overcome the
shortcomings of traditional decision-making protocols.[37]

Scoring algorithms “2.0” promise to improve the analysis of loan applications and to effectively profile consumers, using data from the social media
or other sources of information: this data (usually acquired by a third party operating as a data broker) range from consumption habits to buying
preferences, and more in general exploit the social ecosystem of individuals as proxies to evaluate their solvency expectancy. By creating a virtual
image of the applicant’s personality, these new tools jointly use hard and soft data; they profoundly alter the assessment methodologies, going past
the mere historical analysis of consumers’ economic resources and transactions.[38]

These systems exploit different and heterogeneous types of data related to consumers: currently, on the market, credit scoring algorithms analysing
consumers’ scrolling rate of apps terms and conditions, or their presence on different social media platforms, are present.[39] Other systems monitor
the purchase rate for high-tech products, the number and characteristics of the apps that the user has on her smartphone and its device’s operative
system;[40] relevant information might also be inferred from location data obtained by GPS tracking, habitual relationships and encounters, use of
sanitary and energetic services,[41] and even by the applicants’” physical appearance.[42] Recently, some credit operators introduced assessment
systems based on the simultaneous elaboration of historical and present data — e.g. by requesting candidates to register a short video-interview to
acquire their psychometrics, or to take an online test in order to evaluate their probability and calculation skills, self-control and capacity to take
choices under pressure.[43]

Besides these very sophisticated strategies, experimental studies underlines that some sets of generic data — e.g. the analysis of the consumers’ digital
footprint (that is, her access and registration to websites) — are already useful to significantly increase the creditworthiness assessment’s predictive
power.[44] Ultimately, by processing these data, credit scoring algorithms are able to develop and identify previously unknown meta-variables, i.e.
sets of decisions that can traced to specific aspects of the applicant’s personality and consumption attitude. Based on these elements, the reliability of
the quantitative information provided by the consumer can be re-evaluated, and the conditions for granting or denying a loan determined.[45]

5. According to the vast majority of scholars who analysed the use of innovative data for credit scoring, it is highly unlikely for purely soft data-based
algorithms to grow as dominant on the market, and to entirely replace hard, quantitative data: soft data will, most reasonably, provide
complementary information to be elaborated in conjunction with traditional elements.[46]

Yet, in such correlative fashion, these elements are going to radically impact on the dynamics of access to credit; therefore they call for a normative
effort in order to assess their impact on the existing regulatory framework and on financial intermediaries’ operative protocols.

Scoring algorithms based on soft data (as stand alone or combined resources) entail opportunities and risks for the credit market, both in micro and
macroeconomic perspectives.

In addition to the benefits that we already suggested in the previous sections of this work,[47] the use of soft data for credit scoring purposes can
improve the stability of the financial system overall, offering additional information to effectively prevent and react consumers’ indebtedness; at the
same time, soft data are significant to promote wider access to credit and financial inclusion.

The availability of environmental and behavioral data — as long as it proves effective to ensure a high predictability of insolvency conditions - is
useful to tailor offering conditions for loans and investments, and to allocate the risk of default efficiently amongst applicants, therefore reducing the
likelihood of systemic crisis; all these aspects are particularly significant in the light of the debate on product governance in the financial market.[48]

Soft data might play a pivotal role in reducing existing entry barriers for private agents in the credit market as well: by indirectly tackling the
information oligopoly that institutional credit operators built overtime, alternative assessment methodologies reduce the concentration in the credit
market — and its subsequent costs for consumers — allowing the new P2P lending platforms to offer credit to previously excluded groups.[49]

The utilization of algorithms that are able to discriminate amongst clients and predict insolvency with significant precision is also likely to result in a
reduction of transaction costs for credit operators and, therefore, in more favourable conditions for (virtuous) consumers, considering both the an —
i.e. the ability of evaluating the creditworthiness of “transparent” individuals — and the quomodo of a loan.[50]

As a counterbalance for these opportunities, the unregulated use of scoring algorithms exploiting soft data as well.
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Firstly, innovative credit scoring systems raise significant questions in terms of (potential absence of) transparency in the creditworthiness evaluation.
[51] Using data that are not directly connected to an individual financial sphere as proxies for the assessment, they entail the risk of making the whole
operation “opaque” for applicants, providing a mere “acceptance or refusal” answer to their request. This problem, on more general grounds, exists
for every form of creditworthiness assessment.[52] Yet, the proliferation of big data and the increasing availability of behavioural and psychological
information further exacerbate this issue: in traditional systems, the use of data that are related to consumers’ properties and financial activity
(especially when the weighting rate is made public) provides a general understanding of the dynamics behind the elaboration of a score. On the
opposite, the introduction of multiple new variables and the exploitation of algorithmic training techniques based on deep learning protocols and
non-linear neural networks[53] offers few or no clarification to the applicants, who are exposed to the outcome of the elaboration.[54]

In such cases, the transparency principles is undermined both in its substantive and procedural function: if consumers are radically unable to
understand how a score is determined, as a necessary consequence they have no opportunity to challenge an outcome that they deem discriminatory
or unfair.[55]

The lack of transparency in automated decision-making is also problematic in terms of monitoring the significant variables which have been used for
the assessment, in order to avoid disparate impact amongst applicants. Many elements that are used for profiling purposes (e.g. geographical and
demographic data, or information on interactions or social media activities) can operate as indirect proxies for sensitive data, which shall not
constitute the basis for decision (e.g. religious opinion, race, etc.).[56] Along with this aspect, the risk of observing biased algorithms is present:
erroneous scoring might be either determined by a biased dataset, by the imposition of biased directives in the algorithms’ design, or be the outcome
of unsupervised training, and even emerge from the machine’s progressive interactions with users.[57] Considering all these potential causes and
variables, it is extremely arduous (even for software developers) to reverse-engineer the elaboration and identify the problem that caused the unfair
outcome, and this is even more true for a public power or an individual consumer subject to the decision.[58]

A persistent verification over the quality of the dataset, and on the appropriateness of the elaboration protocol is significant also in order to ensure
that — given the reticence (or even the inability) of professional operators to disclose the characteristics and methodologies of their assessments[59] —
using too many data do not hinder the rigor of the system, leading to systematic errors. Despite the (abovementioned) idea that soft data increase the
algorithm’s precision, they currently lack a standardized procedure allowing for the control of their robustness. Furthermore, since soft data are
usually purchased by credit operators from third parties (e.g. the social media platform), it is difficult for them to directly appreciate the quality of an
externally provided dataset.[60]

In the absence of stringent legal obligations regarding the characteristics that soft data must have, and on how they shall be evaluated, the major
predictive power of algorithms using qualitative information could be counterbalanced by the inner uncertainty in the quality of the information
itself. It should be considered, as well, that soft data are often determined and created by those same subjects, who will lately apply for credit (e.g. by
operating declarations on social networks): an inner risk of manipulation is therefore existent and should be taken into appropriate consideration.

Lastly the risk of potential unfair exploitation of credit scoring algorithms by private operators should be considered: since there is not, currently, any
substantive control systems to ensure fairness in the software elaboration, developers might use these tools (not to offer better conditions to the best
applicants, but rather) to identify those consumers, who show tendency towards major expenditure and indebtedness.[61] Such a conduct would
contrast with the responsible lending principle and undermine the robustness of financial markets in general.

6. In order to evaluate whether the existing regulatory framework is appropriate to address the challenges, that the use of soft data credit scoring
algorithms raise for consumers’ protection and market’s stability, an overview of the main European law on creditworthiness assessment and its
general provisions is opportune.

The most recent document on the issue is the 2018 European Central Bank Guide to assessments of fintech credit institution license application:[62]
according to the Guide (when conducting the suitability assessment of the governance structure of the credit institution) national banking authorities
and the European Central Bank are required to verify the feasibility of the applicant’s credit-scoring model, considering both in-house credit-scoring
models and models using data to validate credit scores obtained from third-party providers.[63]

Note that the Guide constitutes a soft law initiative, and this is consistent with the general trend of the EU Institutions in the regulation of Fintech,
waiting for the phenomenon to further develop before enacting binding acts.[64] Furthermore, the Guide affects just a minor part of the entirety of
actors in the credit market: according to the Guide, rules on Fintech banks apply to credit institutions as defined in Article 4(1)(1) of the Capital
Requirements Regulation (CRR) only.[65]

In the lack of specific rules, the main binding provisions regulating algorithmic credit scoring are to be found in the Directive 2008/48/EC on credit
agreements for consumers and in the Directive 2014/17/EU on credit agreements for consumers relating to residential immovable property.
According to Art. 8(1) of Directive 2008/48/EC, before the conclusion of a credit agreement, “Member States shall ensure that [...] the creditor
assesses the consumer’s creditworthiness on the basis of sufficient information, where appropriate obtained from the consumer and, where necessary,
on the basis of a consultation of the relevant database”. If the credit agreement is related to an immovable property, then Art. 18 Directive
2014/17/EU mandates similar obligations. As for the main differences between the two provisions, Art. 18 qualifies the creditworthiness assessment
as “thorough”; in addition, Art. 18 explicitly underlines that “the creditor only makes the credit available to the consumer where the result of the
creditworthiness assessment indicates that the obligations resulting from the credit agreement are likely to be met in the manner required under that
agreement”, therefore creating an ontological relation between the favourable outcome of the creditworthiness assessment and the provision of the
loan. This aspect is not present in the Directive 2008/48/EC.

None of these provisions explicitly refers to the characteristics that algorithmic methodologies for the creditworthiness assessment should have, and
neither offers clear indication on the quality of the data. These aspects in the regulation have not been addressed by the follow-up activity of the
European Banking Authority either, since the most recent Guidelines on creditworthiness assessment merely identify some factors (e.g. servicing
obligations; evidence of any missed payments; relevant taxes and insurance) to be kept in consideration throughout the assessment.[66]

Art 9 of Directive 2008/48, regulating the “database access”, might offer some indications: the main goal of the rule is to promote the non-
discriminatory access to cross-border databases by EU creditors; yet, Art. 9(2) states that “if the credit application is rejected on the basis of
consultation of a database, the creditor shall inform the consumer immediately and without charge of the result of such consultation and of the
particulars of the database consulted”. By embracing an evolutionary interpretation of Art. 9(2), then it might be possible to encompass the features
of the big and soft data set within the notion of “particulars of the database”, setting the ground for stringent control over the characteristics of the
algorithmic elaboration.

Despite these (indirect) inferences, though, rules on the creditworthiness assessment do not provide clear indication nor requirements for conducting
the scoring activity, and therefore lack significant prescriptive force.
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Besides the loans and mortgages regulation, interesting elements can be inferred by the recent General Data Protection Regulation (GDPR): Art. 22(1)
of the GDPR regulates automated individual decision-making phenomena, providing that “data subject shall have the right not to be subject to a
decision based solely on automated processing, including profiling, which produces legal effects concerning him or her or similarly significantly
affects him or her.” This provision was one of the most debated amongst scholars and professionals, given the uncertainty of establishing a proper
level of supervision for the automated processing to be lawfully operated.[67] Furthermore, the problem of regulating automated decision-making
has been heightened by the recent indications provided by the High-level expert group on artificial intelligence created by the European Commission:
in its recent Ethics Guidelines For Trustworthy AL[68] the Group defended the idea that human agency and oversight represent two fundamental
principles that should guide the implementation of artificial intelligence technologies. With regards to human agency, it was clarified that “users
should be able to make informed autonomous decisions regarding Al systems” and that “they should be given the knowledge and tools to
comprehend and interact with Al systems to a satisfactory degree and, where possible, be enabled to reasonably self-assess or challenge the system”.
As for the oversight principle, the Guidelines state that “oversight may be achieved through governance mechanisms such as a human-in-the-loop
(HITL), human-on-the-loop (HOTL), or human-in-command (HIC) approach. HITL refers to the capability for human intervention in every decision
cycle of the system, which in many cases is neither possible nor desirable. HOTL refers to the capability for human intervention during the design
cycle of the system and monitoring the system’s operation. HIC refers to the capability to oversee the overall activity of the Al system (including its
broader economic, societal, legal and ethical impact) and the ability to decide when and how to use the system in any particular situation. This can
include the decision not to use an Al system in a particular situation, to establish levels of human discretion during the use of the system, or to ensure
the ability to override a decision made by a system”.

In such an uncertain framework, a comparative overview over the main relevant provisions of the U.S. legislation does not provide clear solutions
either. The debate over the opportunity to permit automated credit scoring systems in the United States has been vigorous — especially considering
the high-level of individual debt and oligopolistic nature of the American credit market.[69] — In addition, it is currently unclear how emerging credit
scoring systems should operate in accordance with the American regulation, and if the elaboration of aggregated data by means of indirect proxies is
susceptible to be regulated under the existing law.

Under the Fair Credit Reporting Act, consumer-reporting agencies are required to “adopt reasonable procedures for meeting the needs of commerce for
consumer credit, personnel, insurance, and other information in a manner which is fair and equitable to the consumer, with regard to the
confidentiality, accuracy, relevancy, and proper utilization of such information”;[70] furthermore, they — as well as any potential third party involved
in the acquisition, furniture, or processing of information used in the assessment reports — shall retain negative information about an applicants’
solvency for a maximum of seven years.[Z1] Upon these foundations, the Equal Opportunity Act introduced an express prohibition of discrimination
on the basis of the applicant’s race, color, religion, national origin, sex or marital status, or age.[72] Companies operating in consumer credit scoring
are also subject to the obligations set in the Gramm-Leach-Bliley Act[73] and to the periodic reporting obligations arising from the Fair and Accurate
Credit Transactions Act.[74]

It should be noted that, after the Equifax scandal[75] the Consumer Financial Protection Bureau inaugurated a process of rethinking and redefinition
of the obligations concerning the use and acquisition of data for credit reporting and credit scoring: in light of a renovated interest in improving the
three areas of (a) data accuracy, (b) dispute handling and resolution between consumers and credit institutions and (c) general reporting,[76]
integrations and amendments have been introduced through the Economic Growth, Regulatory Relief and Consumer Protection Act in 2018.[77]

Lastly, in March 2019 the reform bill Fair Lending for All Act was presented to the House of Representatives:[78] amongst its main innovations, the Bill
introduces some specifications to existent class of data present in the Equal Credit Opportunity Act[79] and identifies new types of data (that were
unknown to the previous legislations), such as the ones related to the applicant’s geographical location.[80]

Despite these efforts, both the US framework and the European one lack a systematically critical overview of the phenomenon of automated credit
scoring, and do not tackle its most controversial implications — e.g. the use of indirect proxies or aggregate data for the individual assessment. With
regards to this aspect, identifying types of data or information to be qualified as protected looks like a flawed solution, without any substantive effect
in terms of consumer protection. This is, in particular, significant in light of a consideration: in the classifying society, the use of personal
identification or the distinction between normal and “sensitive” data as main criteria to impose diligence obligation is meant to disappear, since big
data-based algorithms operate their inferences using clusters of consumers’ information, and therefore do not need to relate the datum with the
individual person it refers to.[81]

7. In order to manage the risks that the emerging methodologies for credit scoring create for consumer protection while, at the same time, preserving
the incentives and potentials of these technologies in the credit market, some considerations are necessary.

First and foremost, an historical analysis of the credit rating phenomenon reveals that the use of soft data for the creditworthiness assessment has
way deeper roots than the Fintech phenomenon, being even older than the normative concept of credit scoring itself.

Consumer credit began to diffuse in a structured form since the late middle age, and the loan system was based on local monitoring conducted
within each community: creditors obtained information about the debtor’s diligence and reputation from her family or from other members of the
village. Lenders looked for data regarding her personal reliability, which was considered more significant than the economic one:[82] in other terms,
qualitative and soft data had been used way before than the econometric system of data elaboration developed in the credit sector.

We might deduce that the main critical aspect in the development of new methodologies for assessing consumers’ creditworthiness is not strictly
related to the use of applicants’ personal, behavioural, or environmental data (as long as this information is not used for purposeful discriminatory
purposes): what is relevant is that in the digital environment the amount of data available to creditors has significantly increased. Information is
elaborated in massive and aggregate form, and then circulates amongst sector operators and software developers. These elements are at the core of
the difficulties consumers face in understanding which information is relevant for their solvency and, therefore, in drawing causal inferences
regarding the outcome of the assessment in order to challenge it — if deemed unfair — or to change their conduct and improve their rating in the
future.

The problem is, once again, intertwined with the scope of the transparency principle. Yet, any regulatory proposal should consider that the risk is
technology- rather than quality-related: it does not arise from the characteristics of the data, but from their modes of elaboration and aggregation.

Along this line, it has been empirically observed that the absence of transparency in the credit sector constitutes the main factor for consumers’
distrust towards access to retail credit.[83] This is particularly acute in those countries where the population exhibits low levels of financial literacy,
and represents a major obstacle for the development of the market economy: even an extremely efficient credit system will not be able to properly
operate if consumers are not willing to request loans in the first place.[84]

Lastly, in order to develop a policy proposal to regulate the phenomenon, the existence of similar experiences should be taken into consideration, in
order to verify whether a comparative approach might lead to significant improvement of the system.
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In embracing this perspective, we considered the similarities and differences existing between the activity of consumer rating operators (agencies,
institutional entities, etc.) and credit rating agencies (CRAs): these companies, in fact, assign credit ratings, which measure a debtor’s ability to pay
back debt by making timely principal and interest payments, as well as her general likelihood of default. CRAs play a pivotal part in the allocation of
monetary assets, and rating have a significant impact on public operators and governs’ policies.[85]

The role that CRAs had in the Lehman Brothers collapse — and, earlier, in the 2001 Enron case — leading to the 2008 financial crisis pushed regulators in
Europe towards the adoption of innovative regulations in order to hold CRAs responsible for erroneous ratings.[86] Before 2009, the main set of
obligations regulating CRAs’ actions was found in the International Organization of Securities Commission (IOSCO) Statement of principles regarding
the activities of credit rating agencies:[87] after the financial crisis, the European institutions addressed the topic by enacting the s.c. First Regulation No
1060/2009 on credit rating agencies.[88] The Regulation was later followed by two amending Regulations respectively in 2011 (s.c. First Reform)[89]
and 2013 (s.c. Second Reform).[90]

These modifications[91] shift the balance in the allocation of rights and obligations of CRAs by embracing a precautionary perspective: whereas, in
the past, CRAs mostly relied on self-regulation and institutional ex post supervision, the new strand of regulation stresses how processing and
assessment activities should be conducted according to the principles of quality, transparency, and integrity of the data. Furthermore, a constant
exchange of information between CRAs and supervisory entities is requested as essential to ensure the responsible elaboration of ratings.

CRAS' rating activity and credit institutions’ creditworthiness assessment are similar, under both an operative and a substantive perspective: both
entities assess the robustness and reliability of market agents in order to predict their solvency and provide information to potential investors, and
both are considered essential in order for the financial market to properly operate.[92]

Relevant differences are present as well: the most intuitive one pertains to the nature of those who are subject to evaluation and assessment
(companies and their financial products for CRAs, individual retail consumers for credit institutions). In addition, the specific characteristics of the
different subjects have an impact on the methodologies that market operators exploit, and on the weight that qualitative and quantitative data have
in the rating — e.g. it is traditionally defended that behavioural and environmental data have less significance than quantitative ones in CRAs’
assessment.[93]

Furthermore, some regulatory concerns in the governance over CRAs are not equally relevant — or not present at all — when consumer credit
institutions are considered: for example, conflict of interests is fundamental for CRAs, while it is less prominent when consumer scoring is
considered.[94]

Still, these two types of entities show common functional features: they both aim at promoting sustainable equilibriums between the allocation of
offer and demand of monetary resources and they both do so by providing assessments that — due to the high level of reliability of their issuers — can
reduce transaction costs and allow for the rationalization and efficient allocation of assets. In both cases, this reliability is supposed to be grounded in
the robustness and transparency of the criteria and protocols used for the elaboration of the ratings: by abiding to these principles, these entities
qualify themselves as worthy of investors’ trust, and as essential operators to promote economic initiative, savings and responsible investment that
are instrumental to the general social welfare.

8. Moving from the abovementioned considerations, we can conclusively hypothesize a normative model in order to regulate consumer-scoring
activities based on algorithms exploiting big and soft data.

What I suggest is, in particular, to develop a regulatory proposal based on a neutral model (that can be virtually applied to any scoring activity)
compliant to the principles of reliance, fairness, and transparency. The matrix to identify the obligations for this model shall be developed moving
from the rating agencies existing regulation.

It is, first and foremost necessary to evaluate which aspects of the current CRAs regulation could (and should) be adapted to (and adopted in) the
consumer scoring activity. In particular, some provisions of the Regulation 1060/2009 - in its current structure, as drafted after the Second Reform —
are of particular interest.

The first provision is Art. 14, according to which each company, willing to obtain the status of credit rating agency, shall apply to the Committee Of
European Securities Regulators (CESR) for registration: the application shall include information regarding the company and its activity,[95] and the
approval automatically makes the Agency subject to the whole Regulation.

Such a duty is not unknown to the financial sectors, and a similar provision also applies to Fintech banks;[96] even though the subjective qualification
of Fintech banks is a major vulnus of the regulatory body in the field: in our hypothesis, on the contrary, the rules would apply inter alia to non-
Fintech banks and to P2P lending platforms, who are currently operating in an uncertain regulatory condition:[97] the tentative regulation would, in
fact, focusing on the activity (creditworthiness assessment) and not on the subjective characteristics of the operator (Fintech banks or other operators).

A second significant provision is Art. 10(2) on “Disclosure and presentation of credit ratings”: according to the rule, CRAs are required to indicate,
when a rating is issued, “(a) all substantially material sources, including the rated entity or, where appropriate, a related third party, which were used
to prepare the credit rating [...]; (b) the principal methodology or version of methodology that was used in determining the rating [...], with a
reference to its comprehensive description [...]; (c) the meaning of each rating category, the definition of default or recovery and any appropriate risk
warning, including a sensitivity analysis of the relevant key rating assumptions, such as mathematical or correlation assumptions [...]; (d) the date at
which the credit rating was first released for distribution and when it was last updated”. Furthermore, any agency is required to inform the rated
entity at least 12 hours before publication of the credit rating and of the principal grounds on which the rating is based, in order to provide the
opportunity to draw attention of the credit rating agency to any factual errors.

In addition to the information that credit rating agencies must provide when a rating is issued, according to Art. 12 of the Regulation, CRAs shall
publish an annual Transparency Report illustrating the supervision mechanisms implemented to ensure and safeguard the rating quality.

Throughout this process, the European Securities and Markets Authority (ESMA) has the power to verify that methodologies used by credit rating
agencies are rigorous, systematic, continuous and subject to validation based on historical experience, including back-testing.[98]

Lastly, according to Art. 11a of the Regulation, ESMA shall publish the individual credit ratings on a website (European Rating Platform): through the
presence of a centralized platform, it is possible for any investor, issuer, or financial market operator, to compare the ratings issued for a relevant
company and evaluate its historical performances.[99]

By modifying adapting these rules to the specific characteristics of consumer credit scoring, it seems possible to lay the ground for a first, general,
operational framework: these rules would result in a) the creation of a public register; b) the identification of an authority provided with a general
supervision power (and, therefore, not limited to institutional banks); c) the introduction of periodical disclosure and communication duties on credit
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operators towards consumers, and in d) the creation of an open platform with information related to the rating and (in the specific declination we
hypothesized) data regarding the protocol to determine consumer scoring.

Even though, the introduction of these new rules constitute just one part of the proposal: it is, as a matter of fact, equally significant to look for
technological solutions that would make these obligations not only legally, but also concretely binding.

Amongst existing tools, an effective solution in order to promote both reliability and transparency in the set up of the platform, and in its interaction
with the consumer is represented by the set up of a semi-permissioned blockchain system[100] (or also a centralized database) by the supervisory
authority: the platform would allow, on one side, the introduction of score-related data by supervised entities and, on the other one, a constant and
effective monitoring by the public administration.

Within a tentative regulatory framework for credit scoring activities, a blockchain platform could be structured according to three following levels of
permission.

— Level 1: general management and supervision of the platform, to be entrusted to the public supervisory authority.

— Level 2: granted to credit operators (banking institutions or P2P platforms). After the approval of the application, credit operators are assigned a
Legal Entity Identifier (LEI) code.[101] By using the LEI code, they can enter the platform and enter all information required on the typology and
characteristics of the data that are used for the issuance of creditworthiness ratings. These data are not visible to competitors — in order to safeguard
competition and operators’ confidentiality; in particular, credit scoring entities will be asked to provide information regarding: (a) classes and
categories of data gathered pertaining to consumers, including, but not limited to, details of existing credit accounts, credit status and activity, salary
and employment data, retail purchase data, location data, and social media data; (b) the types of sources from which each data category is obtained
and the collection methods used to gather such data, including the collection methods used by any third party data vendors; and (c) complete list of
all individual data points and combinations of data points that a credit score or credit assessment tool treats as significant.[102] Data are then
grouped in clusters based on their source — e.g. data obtained from social media, apps, etc. — and relative weight in the assessment, in order to draft
simplified outlines for consumers to consult.

- Level 3: access and monitor the information on the platform (permission for consumers). Consumers are allowed to inspect the categories used by
credit operators: when an assessment regarding their creditworthiness is made, they will be able to evaluate which dataset have been considered, use
this information when making their choices, and assess the consistency between the calculation algorithm and their score.

By implementing such a system, the platform would be updated in real time, and the supervisory authority could monitor continuously the conducts
of credit operators.[103] Given the different level of permission, the public authority could access and investigate the entirety of information provided
by market operators on their methodologies and data, whereas consumers would be allowed to examine the categories of data and — eventually —
their relative weight. This, in order to allow for a sufficient level of data sharing without prejudicing credit operators’ proprietary interests,
safeguarding both consumers and competition.[104]

9. Designing the best regulation for consumers’ creditworthiness assessments requires a careful account of multiple, intertwined, and concurring
(public and private) interests: on the one hand, access to credit is essential for effective economic citizenship and to incentivise consumption; on other
one, if the system is opaque or excessively unbolted, then the stability of institutional operators is undermined, entry barriers for vulnerable groups
emerge, and unlawful and unconstitutional effects related to the use of soft and big data by automated algorithms ultimately arise.

In such a context, the joint use of technological tools and legal reforms can stimulate P2P commerce and introduce original operative paradigms in
the credit sector; when they operate in accordance with the principle of substantive transparency, these tools are likely to facilitate access to
information by consumers and supervisory authorities, without hindering progress in credit-scoring systems. As a consequence, they create the
conditions for operators to improve their analytic methodologies in the creditworthiness assessment, reduce transaction costs, promote
responsiveness by professional operators and create trust in the retail credit sector.[105]

We hold true that a revision or the existing regulatory framework based on: a) the reinterpretation of credit rating agencies’ law and b) the
responsible technological integration in the operative praxis of credit scoring agencies, can efficiently mediate amongst the conflicting interest
insisting in this area, with the ultimate result of promoting socially responsible lending with personalized conditions for each applicant. In order for
this to happen, though, normative argumentations and reform of legal corpora should converge together with the implementation of technological
resources, as two essential, complementary aspects of the Fintech phenomenon.
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