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Introduction 

 

This dissertation will explore to what extent contemporary state-backed information operations 

follow similar logics, tactics, and techniques. In other words, if one size fits all. One of the 

critical issues that has emerged in the fields of communication studies, political science, 

sociology, and others, has been the rise of disinformation and the various challenges that the 

phenomenon poses to societies. Simultaneously, an erosion of trust in the institutions and the 

political processes that shaped (Western) societies in the past decades has been observed 

(Przeworski, 2019). Contributing to this destructive trend are, purportedly, social media and 

disinformation. The radical reshaping of the media ecosystem by these ‘new media’, and the 

enormous databases of personal information gathered by their owners, make fears about their 

short- and long-term effects on the health of democracy more than understandable. Abuse of 

these media by malicious actors, and the convenience and ease with which false information 

can be produced and disseminated, are indeed cause for concern. This became apparent during 

the 2016 Brexit referendum and presidential elections in the United States, which brought the 

disinformation phenomenon to the attention of policy-makers and scholars in the (Western) 

world.  

 In response, a wide variety of scholarship has emerged with the aim to explore the many 

forms of contemporary disinformation, their functioning and effects, and the purveyors 

involved in the production of this false content. Many of these studies, this dissertation 

included, have attempted to identify the manner in which propaganda is disseminated through 

these new media. This rich and ever-growing field of study is multi-disciplinary in the truest 

sense of the world, which is unsurprising, considering the fact that this issue encompasses 

nearly the full spectrum of human behaviour, society and technology. However, following after 

the initial novelty of this threat of hyper technological propaganda, comes the question of how 

new and how unique this problem truly is. The field of propaganda studies itself has a long 

history as well, and involving insights from many different disciplines. The ‘best practices’ for 

the manipulation of the subconscious a century ago drew on the latest findings from 

psychology, in a very similar fashion to the ‘neuromarketing’ that drives (political) advertising 

on social media today. The rise of the radio invoked a fear of profound manipulation of the 

human mind, similar to the public discourse surrounding the role that social media play in our 

current society. This shall be further explored in the first chapter of this dissertation.  
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These historical precedents are not just examples that show that disruptive new technology will 

have to be profoundly destructive per se, considering how societies adapted to them, but also 

illustrate that there are certain aspects of propaganda in the mass society that seem to hold true 

across time and space. One such truism appears to be the notion that propaganda does not 

radically ‘brainwash’ its target to adopt beliefs entirely foreign to their previously held 

convictions. As Jacques Ellul posited sixty years ago, successful propaganda attaches to what 

is already there, both in the person, and in the society in which they live (Ellul, 1965).  In a 

similar vein, propaganda has to adapt to the medium through which it is propagated and works 

best if a person that the recipient trusts or knows delivers it (Lazarsfeld & Merton, 1948).  

 From the aforementioned perspectives, it seems that there is a universal element to 

propaganda. However, when considered within the specific context in which the manipulative 

content is spread, this may not be the case. More precisely, there may be psychological and 

neurological principles that determine how information is processed and retained within a 

person that are universal for all humans, but there are other factors that will decide how 

deliberately manipulative content is created and used, and then received by specific target 

audiences. Strategic doctrine, available technology and means, and the media ecosystem in 

which the manipulative content is spread, are all variables that will influence a specific instance 

of deliberate and coordinated attempts at manipulation. Determining to what extent a ‘one-size-

fits-all’ approach to disinformation has merit is what this dissertation aims to achieve. 

The framework through which this problem is analysed, is that of ‘information 

operations’, which for the purpose of this dissertation is assumed to be any information used 

by a state actor against another state, state actor, or their population, in order to negatively 

affect their functioning, decision-making process or opinion forming. However, the term 

‘information operation’ will not be used solely and consistently throughout the entire 

dissertation, since parts or the entirety of this process have gone by a variety of different names, 

in various studies throughout the past century.  

 This dissertation is not a study of the causal relationship between exposure to 

disinformation that is part of an information operation, and any potential effects thereof on 

personal beliefs and behaviour; what could be described as the successful fulfilment of the 

information operation’s objectives. Rather, it is an exploratory study of contents and conduct 

of information operations where, informed by the existing scholarship, the following three 

hypotheses are leading: 
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1. Propaganda Logic: successful information operations attach to what is already present in 

their target. 

2. Strategic Logic: successful information operations are adapted to their unique strategic 

objectives. 

3. Medium1 Logic: successful information operations adapt to the information environment in 

which they operate. 

 

The first hypothesis is informed by past and contemporary studies on the nature of propaganda 

operations, which found that introducing completely new ideas to an audience is difficult to 

accomplish, and that successful propaganda uses pre-existing beliefs and knowledge structures 

to introduce its information to their audiences. The second hypothesis is based on known 

military and influence ‘doctrines’ from the two target countries, which are assumed to shape 

the objectives and means of the information operations. The third hypothesis is based on the 

notion that a specific medium operates in a specific manner, in particular social media with 

their functions and mechanics (hashtags, likes, sharing, repost, etc.). Indeed, adopting certain 

hashtags in order to ‘hijack’ discourse on a Twitter topic has been a known strategy for 

information operations (Darius & Stephany, 2020). As such, an information operation has to 

adapt to this information environment in order to reach its target and to gain traction within the 

information ecosystem.  

 Each step, from the first through the third hypotheses, reduces the level of abstraction, 

and as such, increases the potential for operations to diverge from one another. Whereas the 

first hypothesis might assume a potential one-size-fits-all approach to information operations, 

the third hypothesis assumes that the direct environment of the operation shape its structure 

and contents, though separate operations conducted on the same platform will likely follow 

similar logics and apply similar tactics. Together, they will inform the answer to the 

overarching question that this dissertation tries to answer: to what extent do state-backed 

information operations on Twitter follow similar logics? 

The case studies used in this dissertation to test the hypotheses are information 

operations on the social media platform Twitter, now called ‘X’, supposedly conducted by 

actors from, or acting on behalf of, Russia and China since the year 2010. Both of these states 

have increased their information operation activities in the past decade, and made it a prominent 

 
1 Deliberately not identified as ‘media logic’, which has a broader meaning than what is intended here, which is 

how the mechanics of a specific medium influence content. 
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part of their arsenal. Thus, they can be illustrative of the way such operations function in 

practice. Twitter is the platform of choice due to its prominence as a political communication 

platform, especially during various wars and crises of the past decade. The platform’s use in 

information operations does fluctuate significantly, due to the turbulent recent history of the 

platform2 and social media trends favouring newer platforms. Nevertheless, its role in 

information operations is still significant. The data used in this dissertation comprises the 

messages (‘tweets’) released by the platform itself, as part of the transparency dataset that was 

published to help counter disinformation3.  

As has been mentioned before, the platform itself has been renamed to ‘X’, but 

throughout this dissertation the name ‘Twitter’ will be used, as well as all terms associated with 

it, such as ‘tweets’. The reason for this is that that name and derived terms are used in the 

dataset. As for the analysis itself, all the English-language textual data, including metadata, 

hashtags, tweet text and links to external websites, are analysed though quantitative text 

analysis in the Python programming environment. The analyses include word frequency, term 

frequency–inverse document frequency, sentiment analysis and latent dirichlet allocation 

(LDA) topic modelling.  

  The hypotheses will be tested through the empirical analysis of the dataset, in order to 

assess if these assumptions on the nature of propaganda hold true for these information 

operations on Twitter; to what extent and how the doctrines and strategic interests of these 

states influence information operations; and to what extent and how the platform shapes the 

information operations. There are, however, various caveats that should be mentioned here. 

Due to the use of a pre-made dataset, the opaque nature of information operations and the 

difficulty to properly identify them, and the fact that such operations often include multiple 

avenues for information dissemination, it is very unlikely that this assessment provides a full 

and completely comprehensive overview of these supposed operations. As such, the empirical 

analyses are illustrative of the principles included within the hypotheses, but will in turn 

provide the foundation for further research. Thus, the hypotheses guide the empirical 

assessment, and the empirical assessment puts them to the test and provides insights into how 

information operations are conducted by these states. If the hypotheses prove incorrect, this 

 
2 Miah Hammond-Errey, ‘’Elon Musk’s Twitter Is Becoming a Sewer of Disinformation’’, Foreign Policy, 15 

July 2023, https://foreignpolicy.com/2023/07/15/elon-musk-twitter-blue-checks-verification-disinformation-

propaganda-russia-china-trust-safety/.  
3 ‘’Twitter Moderation Research Consortium’’, Twitter, https://transparency.twitter.com/en/reports/moderation-

research.html. 

https://foreignpolicy.com/2023/07/15/elon-musk-twitter-blue-checks-verification-disinformation-propaganda-russia-china-trust-safety/
https://foreignpolicy.com/2023/07/15/elon-musk-twitter-blue-checks-verification-disinformation-propaganda-russia-china-trust-safety/
https://transparency.twitter.com/en/reports/moderation-research.html
https://transparency.twitter.com/en/reports/moderation-research.html
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will provide insights into how these operations may differ from pre-existing trends, and inspire 

future research to examine thus in more detail.   

The data that is used for this dissertation is not unique, since the dataset was harvested 

and curated by Twitter. It has been examined by analysts from the platform itself, as well as by 

external researchers.4 This dissertation’s main contributions to the field comprise: 

1) assessing the dataset’s English-language operations ascribed to Russia and China 

as a whole, rather than in part;  

2) placing these operations in the wider history of information operations and 

propaganda;  

3) comparing these two states in order to assess how they may act similarly or 

differently in conducting these operations.  

 

Thus it provides a synthesis of several aspects of the study of information operations, that had 

not been brought together in a similar manner at the time this project was developed. The first 

chapter of this dissertation will describe the historical and theoretical frameworks of these 

operations, followed by a chapter which outlines the data and methodology, this is followed by 

two chapters comprising analyses of the two case studies (Russian and Chinese information 

operations on Twitter), which in turn are followed by the conclusion. 

 

  

 
4 Twitters own studies of the data have been published on its Blog, see https://blog.twitter.com/. Parts of the 

dataset have been used by researchers from the Stanford Internet Observatory, among others, see: ‘’Platform 

Takedown Reports’’, Stanford Internet Observatory Cyber Policy Center, 

https://cyber.fsi.stanford.edu/io/research/takedowns.   

https://blog.twitter.com/
https://cyber.fsi.stanford.edu/io/research/takedowns
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Chapter I 

The Theoretical Background of Information Operations 

 

This chapter will discuss some of the past and contemporary scholarship that informs the 

propaganda, strategic and medium hypotheses, the potentially universal nature of propaganda 

principles, the adaptation and adoption of strategies that aim to utilise these in an adversarial 

manner, and what might be done to improve resilience against them.  

It can be difficult to discern the true structure, contents and purveyors of information 

operations. The practical reasons for this obfuscation are clear, since many of these operations 

are opaque by design. They are intended to take place in the shadows, confusing adversaries as 

to what the objectives of these operation really are. The confusion that surrounds them, 

especially in public discourse, can in itself be a form manipulation and misdirection. One 

example of this is the discourse around the alleged Russian interference in the presidential 

elections in the United States in 2016, and also the Brexit referendum in the same year. Much 

has been written about to what extent these interferences took place, and, if they did, how 

successful they actually were. The prominence of this topic in public discourse may have made 

this phenomenon appear larger than it actual was. This ‘moral panic’, as Andreas Jungherr calls 

it (2021), surrounds prominent manifestations of disinformation and can distract academics 

and policy-makers from changes and phenomena in society at large, which make 

disinformation currently salient. Inequality, feelings of insecurity, dissatisfaction with political 

representation, and reduced trust in institutions, for example, may explain why disinformation 

gains more traction in contemporary societies in Europe, compared to two decades ago.    

Another consequence that ties into this is the potential misjudgement of the actual 

influence and competence that propagators of influence campaigns actually have. The well-

known case of the now defunct consulting firm Cambridge Analytica, and the role it played in 

effecting the aforementioned events in 2016, has already received much scrutiny. This scrutiny 

has led to a reappraisal of the firm’s significance, towards it being less influential than 

purported in the firm’s own statements (Benkler, Faris, Roberts, 2018). Similar observations 

have been made by Thomas Rid in his study (2020) of the various Soviet agencies that devoted 

their time to propaganda, political warfare, and ‘active measures’. There is strategic value in 

presenting oneself as more competent in the art of manipulation than one actually is. In the case 

of state intelligence agencies, it makes their state’s capacity for power projection more 

impressive. Additionally, the idea that any piece of information that one encounters can be 
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manufactured with the intent to manipulate will achieve one of the objectives that many of 

these operations have: the destabilisation of their target and the manufacturing of distrust in 

existing knowledge structures. For agencies involved in these activities, the added value is that 

their own influence and prestige within the state apparatus grows. Similar considerations apply 

to consultancy and public relations firms that engage in the dissemination of propaganda and 

neuromarketing: it makes them more desirable for potential clients.  

The murkiness of influence campaigns extends not just to praxis, but also to the 

historical, philosophical, sociological, psychological and computer-scientific studies of them. 

This chapter so far has used many different terms that all cover a (quasi-)similar phenomenon: 

the use of information to influence (public) opinion and discourse. This variety in terminology 

characterises the scholarship devoted to this phenomenon, where various studies often study 

subcategories under the larger umbrella term of ‘propaganda’, or perhaps study the same 

phenomenon under a different name. For example, where one scholar may speak of ‘political 

warfare’, another may call the same phenomenon a ‘disinformation campaign’. One study may 

focus on the sociology of propaganda and technology, whereas another assesses its strategic 

utility. This chapter is devoted to bringing together the literature and findings from these 

various branches of this rich field of study.   

 

A Brief History of Propaganda 

Much of the Western scholarship, especially in the Anglophone world, which concerns itself 

with the creation of the modern theory and practice of propaganda, trace the origins thereof to 

Edward Bernays. This American public relations agent and nephew of Sigmund Freud wrote 

several books (1923, 1928) on best practices to influence public opinion, basing his methods 

on the psychological theories which has uncle had formulated. Here, there is already visible 

the interconnectedness between the most recent advances in technology and scientific insights, 

and their use in the ‘guidance’ of the public. Bernays’ contemporary, the influential public 

intellectual Walter Lippmann succinctly puts into word the need for such practices in his own 

work on public opinion (1922):  

 

”The amount of attention available is far too small for any scheme in which it was 

assumed that all the citizens of the nation would, after devoting themselves to the publications 

of all the intelligence bureaus, become alert, informed, and eager on the multitude of real 

questions that never do fit well into any broad principle … The purpose, then, is not to burden 
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every citizen with expert opinions on all questions, but to push that burden away from him 

towards the responsible administrator” (p. 398-399). 

 

Lippmann’s observations on the impossible demands that a high-density information society 

puts on an individual are salient also, or perhaps especially, in the current information age. 

However, the notion that the general public should be guided be a few select individuals is 

easily criticised. It invokes, perhaps unjustly, the image of the totalitarian regimes and 

dictatorships that use propaganda to bind their subjects to their will. Such ‘brainwashing’ of 

the target through the (ab)use of information became a staple of propaganda studies in the 

1930s, in the form of the ‘hypodermic needle model’ or ‘one-step-flow’ model of 

communication. This model assumes that information is received directly by the recipient and 

internalised entirely and unmodified (Hilbert et al., 2017). This model was criticised by Paul 

Lazarsfeld, based on his own studies on the dissemination and internalisation of information in 

the 1940s. Lazarsfeld’s alternative model suggests that information disseminates through 

opinion leaders, who influence their followers, whilst they themselves are influenced by other 

opinion leaders at the same time (1944).  

Criticism of these Anglo-Saxon advances in the study of propaganda came from the 

Frenchman Jacques Ellul, who stressed the difficulty, or rather impossibility, of measuring the 

exact functioning and effects of propaganda within society at large (1964, 1965). The findings 

of Lazarsfeld and others were based in small case studies or controlled experiments, which, 

according to Ellul, fail to represent the complexities of propaganda in society as a whole. 

Particularly salient for the contemporary debate on disinformation is his notion that propaganda 

is not an excess of a totalitarian society, but rather a necessity for the modern technological 

society, which it needs to function. It allows the various segmented parts of society and isolated 

individuals to be bound together. This particular importance of propaganda for non-totalitarian 

or pre-totalitarian states was also remarked upon by Hannah Arendt in her writing on this topic 

in The Origins of Totalitarianism (1966). It is this concept, as well as Ellul’s notion that 

effective propaganda attaches itself to that is already present in society that has largely shaped 

this doctoral project.  

 

The Propaganda Model 

The cynicism of Ellul regarding the modern technological society, and the role of propaganda 

in its functioning, is echoed in Noam Chomsky and Edward Herman’s influential ‘propaganda 

model’ (1988). Their model attempts to explain the interconnectedness of media, corporations 
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and government, with a critical appraisal of the criticising function that the former are supposed 

to adopt towards the latter two. According to the model, media are affected by the concentrated 

ownership of the media; their reliance on advertisement revenue; their reliance on government 

information; the negative corporate and government responses to critical media messaging; and 

anti-communist biases. All of these discipline the media and dissuade them from being overly 

critical.  

Evidently, there are geographical and temporal elements to the model, in the sense that 

it is based on, and more relevant for, the American media landscape during the Cold War. 

However, the influence of the model extends beyond these confines, and it may be relevant for 

contemporary discussions on the role of new/digital media companies, their business models, 

and their responsibility to facilitate discourse and to combat propaganda. The relationship that 

is depicted in the model, between media, and the ways in which they may be influenced or 

beholden to economical and political interests, has elements that can apply to the social media 

companies of today. Pressure on the latter to enforce strict(er) moderation of content that is 

deemed harmful by the states and societies in which they operate, and similar pressures exerted 

by their advertisers, influence the way in which these companies operate.  

However, the ‘closer’ relationship between these companies and their users introduces 

a different dynamic to the model. Other sources for revenue and information have emerged, 

through user data and content that allow new media companies to be less dependent on these 

aforementioned third parties. For example, advertising remains a major source of revenue, but 

the behavioural models built by tech companies to optimise marketing campaigns, and other 

utilizations of user data, have added new dimensions to the model. This business model 

focussed on data gathering rather than news dissemination, which Shoshana Zuboff has called 

‘surveillance capitalism’ (2019), transforms and transcends the traditional relationships 

between media and audience. The accumulation of personal data, the commodification and sale 

thereof, its uses in influence campaigns, and the dominance of social media in general, affect 

the manner in which the propaganda model can applied to such media systems.  

These changes do not necessary mean that the propaganda model is no longer applicable 

to the modern media ecosystem. In many countries, ‘traditional media’ remain a major source 

of information for large segments of the population, the elderly in particular. Moreover, after 

the 2016 US presidential election, American media outlets were very willing to make Russian 

interference the leading narrative in the news cycle, though the general public did not show an 

innate interest in this topic, Alan MacLeod argues (2019). Similarly, Chomsky and Herman 

have both been critical of the Russian interference narrative and overall framing of Russia in 
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American media, indicating that it serves the interests of the US government and its intelligence 

agencies. New content restrictions on social media implemented by the major social media 

platforms, and regulatory hurdles created to hinder foreign media that are critical of the US 

(such as Sputnik and Russia Today (now RT), are exemplary of the relevance of the five 

principles for the contemporary US media system (MacLeod, 2019).  

These certainly are valid points to raise, in particular considering that free press and 

free discourse are deemed to be of paramount importance for democracies to function. 

Questioning dominant, or subtle, narratives in American/Western media systems, and how they 

may be used to influence public opinion is indeed pertinent and important for a functioning 

media ecosystem. This has been one of the main contributions of the propaganda model to the 

study of media, and these contemporary applications of the model apply it effectively to 

contemporary media. However, this focus on exposing how ‘free’ Western media are not as 

free as they appear, seems to generate too charitable an interpretation of opposing narratives. 

At the time of writing, with RT and Sputnik being banned from the European Union in response 

to the Russian invasion of Ukraine in 2022, this matter is more pertinent than ever. Preventing 

media from operating based on political motivations sets dangerous precedents, is potentially 

harmful to smaller media, and does considerable damage to the credibility of the principle of 

free press that is professed by Western societies.  

However, this presumes that such media were indeed operating as free media, and that 

any narratives that oppose predominant narratives in Western mainstream media are part of 

constructive public discourse, produced in adherence to journalistic standards. In the case of 

RT and Sputnik, presenting an alternative narrative to Western media narratives has indeed 

always been the objective, but its close ties to the Russian state were a public secret since their 

inception (Singer & Brookings, 2018), and their media content often included conspiracy 

theories (Yablokov & Chatterje-Doody, 2022). Therefore, though Western media and 

governments have generally been antagonistic to Russia and Russian media, this has not been 

without reason. 

 

The Hybrid Media System 

Christian Fuchs argues that the propaganda model is fundamentally about power structures, 

and in an updated propaganda model for our time should be a critical assessment of social 

media and the power that they hold. There is an economic, a political and a cultural dimension 

to this question, which brings us again to a broader, societal approach to this issue (2018).  The 

fundamental disconnect between these past perspectives on propaganda, technology and 
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society and our modern media landscape, is of course the medium/media in question. Past 

perspectives discussed media where the message and medium were fundamentally connected, 

and where the disseminator had full editorial control of the message from production to 

dissemination. As we have already seen in the previous section, the increasingly dominant 

‘new’, or ‘social’ media supply the infrastructure for spreading information, but do not 

necessarily determine each item of content that is disseminated. In other words, it is a new 

media system. When compared to a model like the propaganda model, its complexities become  

more visible. While the propaganda model assumes a more distinct elites versus 

population/audience dichotomy, the modern media system is varied, with different actors 

assuming different roles. Social media are used by politicians to reach their electorates (De Sio 

& Weber, 2020), but at the same time social media companies increasingly have to comply 

with regulations5, driven in part by societal concerns about the threat that they may pose for 

public discourse. In return, these companies utilize their global reach and the digital 

infrastructures that they provide, to push back against these efforts, for example by threating 

to withdraw their services.6 Lastly, media consumers are data sources, audiences for content, 

and provide popular pressure for platform regulation.    

 Andrew Chadwick’s influential work on the current hybrid media landscape explores 

the many ways in which we should “move away from ‘either/or’ thinking toward ‘not only but 

also’ thinking” (p.5, 2017). The rise of ‘new media’ does not make ‘old media’ immediately 

obsolete, rather, there are interconnected groups holding varying degrees of influence, power 

and prominence. This does not just apply to our current era, but to any era in human history 

where new technology or social change emerged. Indeed, when we consider the works of the 

authors and scholars mentioned earlier in this chapter, this concept does seem intuitive. The 

writings of Bernays and Lippmann show a similar approach to ‘managing’ the mass society 

through emerging technologies and insights. Lazarsfeld’s descriptions of the fears and worries 

of his contemporaries regarding the all-powerful radio that will displace the newspaper and 

manipulate the masses could be published today, if one were to only change the media 

mentioned. The criticism of Ellul regarding the role of propaganda and technology in modern 

mass societies does not seem to have lost much of its relevance today.  

 The resilience of these old patterns and themes is on the one hand a reassurance when 

one considers current worries about the role of social media in public discourse, the 

 
5 See for example the European Union’s Digital Services Act.  
6 Rory Cellan-Jones, ‘’Facebook v Australia: Who blinked first?’’ BBC News, 23 February 2021, 

https://www.bbc.com/news/technology-56168843. 

https://www.bbc.com/news/technology-56168843
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dissemination of harmful messages and the fragmentation of society in various bubbles. The 

new is not necessarily politically disruptive and different from the old to the extent that we 

fear. On the other hand, it is a stark reminder that propaganda, manipulation and the abuse of 

technology are not new; and it is unlikely that these issues will be solved in a definitive manner.  

 One example of this process is the steady advance of the information society and the 

role it has on politics. Philip Howard convincingly demonstrates the growing importance of 

information technology in the American electoral process, which slowly transitions the realm 

of politics into a ‘hypermediated’ campaign that thrives in the interconnected new media 

ecosystem (2006). Following behind this mediatisation is the role that consultancy firms play 

in the organisation of modern political campaigns; as well as the importance of grassroots 

movements in legitimising politics. In the wake of those developments, modern social media 

politics, built upon the logic of algorithms and the services of public relations firms, seem all 

but inevitable.  

 

Disinformation and Active Measures 

The 1920s were the foundational period for what would become the disinformation and active 

measures employed by the Soviet Union and the Russian Republic. Shortly after the Russian 

Revolution, the new Soviet state realised the importance of intelligence and clandestine 

measures to safeguard its existence in a world that was hostile to its existence. Through 

carefully crafted deception campaigns, tsarist loyalists and foreign agents were exposed and 

arrested (Rid, 2020). While this period in the United States was characterised by the rise of the 

corporate-driven propaganda crafted by Bernays and successors, the Soviet Union perfected its 

tradecraft and political warfare capabilities.  

 This form of political warfare was called ‘active measures’, and disinformation lies at 

its core. Though the term invokes the idea of falsehood, it does not mean that a piece of 

disinformation is false in its entirety. As former KGB-agent and defector Ladislav Bittman 

describes the term: “Disinformation is a carefully constructed false message leaked into an 

opponent’s communication system to deceive the decision-making elite or the public... To 

succeed, every information message must at least partially correspond to reality or generally 

accepted views” (p. 49, 1985).   

 Though these political warfare tactics are strongly connected to the Soviet Union and 

Russia, they are part of the arsenal of any state intelligence agency. Much of recent scholarship 

has been devoted to this Russian use of political warfare, this dissertation included, but that 

does not mean that their findings, and Bittman’s definition, do not apply to disinformation in 
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the broader, global sense. As Thomas Rid explains, the most fundamental way in which 

disinformation and active measures have changed over the past decade are the new capabilities 

that social media offer (2020). These platforms have reduced the costs for creating a 

disinformation operation and have extended its potential reach beyond that of traditional 

vectors for disinformation, such as false newspaper articles or leaked documents. The merger 

of the political, commercial and propagandistic has created a volatile new world where many 

actors can make their voice heard with a low financial threshold. While foreign information 

operations were dominant in scholarship following the events of 2016, new scholarship has 

moved into the domain of domestic manipulation campaigns, which seem to have become 

dominant in recent years (Somerville, 2020).  

 In a sense, this new information disorder is a union that ties the American, West-

European and Russian branches of propaganda theory together, through the mixing of 

technology, politics, grassroots movements, corporate influence and societal shifts into one 

dynamic.  

 

The Spread and Influence of Disinformation 

Recent studies on the spread of false information found that such information spread faster and 

farther than true information, and was difficult to dislodge through fact-checking ex psot the 

exposure (Vosoughi et al., 2018). Of course, this is very similar to ‘clickbait’, which is salient 

and emotionally evocative content to which people gravitate. Such content is the basis for 

engagement on social media and drives internet traffic to many alternative news websites 

(Benkler, Faris, Roberts, 2018). It is also another confirmation of the importance of emotionally 

evocative content for propaganda campaigns to be impactful and the successful (Codevilla, 

1992).   

The influential study (2017) by Hunt Allcott and Matthew Gentzkow on false news 

exposure and its effects on the 2016 presidential election in the United States, found that social 

media were indeed important sources of news to many, but they were not the only news that 

people consumed. False news that favoured their preferred candidate was predictably more 

acceptable to the audiences than news that was not. It was difficult to rule out some influence 

of false news (on social media) on the elections results, and it would indeed be likely, but it is 

difficult to identify this kind of information as a decisive factor. Another study that was done 

on the Russian Internet Research Agency’s Twitter influence campaign towards the American 

electorate came to similar conclusions (Bail et al., 2020).  
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Determining the exact reasons for how and why public opinion is shaped, particularly in the 

form of political campaigning, is a longstanding issue in the field of political communication. 

Social media have not improved this predicament, not in the least because of unclarity 

surrounding the functioning and data collection by these platforms. Some effort has been made 

by these companies improve access to data, this dissertation is based on such an initiative, but 

the opacity largely remains. It is therefore unsurprising that the conclusion of many studies on 

the persuasive significance of disinformation is ‘perhaps’, and that many studies focus on the 

structure of disinformation campaigns instead. Once again, this dissertation included. This does 

not mean that important and illuminating work is not being done on the topic of 

disinformation’s effects, but rather that its clearest effects might be the sowing of doubt and 

mistrust about institutions, and the manner in which (scientific) knowledge is obtained 

(Jennings et al., 2021).  

Indeed, doubt and mistrust may be the true long-term effects of this phenomenon, and 

a good argument can be made that this is the main objective of hostile, state-to-state information 

operations. Democratic societies may find a particularly difficult to counteract these effects, 

without impeding on their citizen’s freedom of expression (Paterson & Hanley). A more 

pessimistic view on the relationship between popular opinion, (Western) democratic political 

process, and the effects of false information thereon, as expressed by Cailin O’Connor and 

James Owen Weathertall (2019), supposes that this issue cannot be resolved within the current 

systems of political representation. More positive perspectives (Howard, 2020) pose that more 

regulations for social media platforms may create a healthier online media environment. 

Nevertheless, the recurring theme in recent literature is that profound revisions are required for 

the process of aggregating popular opinion to inform political action, and that restrictions of 

media systems and online platforms are sorely needed to remedy the aforementioned issues.  

 Beyond the harmful effects on democratic processes and freedom expression, there are 

other dangers involved in attempts to counter disinformation. One has already been mentioned 

before: the failure to view disinformation within its larger societal framework, leading to miss-

assessments of its potential causes, effects, and solutions (Lewandowsky, Ecker & Cook, 

2017). The ‘moral panic’ framework is useful to place the disinformation phenomenon within 

its technological and societal developments, and may help to explain these developments 

themselves (Carlson, 2018). However, adopting such a macro-perspective may create an 

opposite adverse effect, where the harmful effects of disinformation and its exacerbation of 

pre-exiting harm are insufficiently acknowledged, which Li Qian Tay et al. mainly interpret as 

a trend within Western literature on the topic. (Tay et al., 2024). This not only raises the issue 
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of whether these assessments of disinformation are correct, but in what manner they are shaped 

by their cultural environment, and in response to which specific disinformation threats.  

These different assessments and paradigms regarding the phenomenon of 

disinformation not only have implications for academia and other researchers on the topic of 

disinformation and coordinated influence campaigns. As has been mentioned already, Western 

policies aimed at countering the phenomenon of disinformation, security policy in particular, 

is struggling to find a response that catches the many legal, moral, societal, technological and 

practical aspects of disinformation. Informed by the scholarly and other research trends that 

have emerged in the past years on this topic, they often have to sacrifice one for the other 

(Hellman & Wagnsson, 2017).  

The study of disinformation in Western democracies has grown significantly in the past 

ten years, largely driven by observed and anticipated antagonistic actions from states hostile to 

these same democracies. The renewed interest not only applied to the tactics, techniques and 

protocols (TTPs) of information operations, their structure, contents, effects, and the purveyors 

involved, but also the strategic cultures that shaped them. The latter certainly is important, as 

the next few paragraphs will address, but it also raises the issue to what extent the strategic 

needs and cultures of these Western states themselves influenced the study of disinformation. 

These may create blind spots regarding the study of information operations, especially if we 

consider that culture is important for their implementation and success, since the cases studies, 

cultural frames of reference, specific threat scenarios and strategic needs, and local legal, 

cultural and moral principles may all (inadvertently) shape how the phenomenon is studied.  

 

Disinformation in International Relations 

The section on disinformation and active measures earlier in this chapter already touched upon 

the discrepancy in appreciation for disinformation tactics between the Soviet intelligence 

agencies and their Western counterparts. It is important to note that that though the former had 

and have an established reputation on that front, the latter were not against using political 

warfare similar to that of the Soviet intelligence services. Nevertheless, academic schools in 

political science and international relations did not share this enthusiasm for the use of 

falsehoods as doctrine to advance political interest. La Cour shows that lying in politics and 

diplomacy has indeed been studied frequently, but that scholars either discarded lying as 

diplomatically harmful in the long-term, or as a means to obtain domestic gain (La Cour, 2020). 

This vacancy is rapidly filled by contemporary scholars, as current events increase interest in 

this topic.  
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The lack of interest from the academic discipline of international relations for the phenomenon 

of disinformation likely stems from the predominant belief that its effect within the realm of 

state-to-state conflict is limited. André Gerrits posits that from a security perspective, the 

harmful effects of disinformation are limited. He does acknowledge that the effects are more 

pronounced and worrisome on a domestic level (2019). Since we have already established that 

pinpointing the precise effects of disinformation is difficult, it is unsurprising that this extends 

to the state-to-state level which operates farther away from public opinion. Nevertheless, the 

erosion of trust in politics and institutions, and the potential exploitation of this process by 

populist politicians, may manifests itself on the world stage in the long-term.  

 This is acknowledged by Alexander Lanoszka (2019), who mentions this destabilising 

effect that disinformation targeting a country’s population may have. Other reasons for 

propagating disinformation to international adversaries may be to influence the domestic front 

of the propagating country instead, through the projecting of lies abouts its foreign enemies. 

The final reason Lanoszka identifies is one we have identified before: an incorrect assessment 

by the propagator of its own capacity to influence other states and populations.  

These recent advances in scholarship once again raise the issue of what the true 

objective of foreign information operations is. This might be persuasion, as in convincing the 

American public to vote for Donald Trump, for example. Obfuscation, as in creating misdirects 

regarding culpability for the shooting down of Malaysia Airlines Flight 17 by separatist forces 

in the Donbass Region in 2014. The likely, and rather banal, answer is that there is no singular 

objective, and that strategic logic, the intended audience, and the intended media vectors used 

in the operation are decisive in setting the objectives and means. Indeed, information operations 

are useless if they are not developed in conjunction with other state resources and policies. In 

addition to these considerations, propagators of such operations also must be aware of the 

unreliable nature of these operations, the results of which can be hard to predict, and even 

harder to control once the operation has been launched (Codevilla & Seabury, 2006). 

 

Information Operations 

Militarily speaking, what has been called information operations up this point in the 

dissertation is but one aspect of the military concept of the same name. The other aspects of 

this kind of operation can be electronic warfare, operations security, psychological operations, 

military deception and computer network operations (Allen, 2007). This is not a conclusive 

list: in American military doctrine, there exist slight differences in definitions and 

subcategories between the different branches of the armed forces, not to mention differences 
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between various armed forced worldwide. What all of these doctrines share is that they use 

information in an adversarial manner against the diplomatic, military, economic, information 

and population resources. The integration of these formerly more disparate parts of national 

power grown closer and more intertwined through technology, thus increasing their 

vulnerability to these informational acts of war (Allen, 2007).  

 As we have already established, adopting social media into this arsenal becomes 

attractive if there is a strategic interest in targeting the population, but the parameters for 

success can be hard to determine for outsiders based on observation alone. What makes social 

media attractive for such an avenue of attack are the cheap and easy means they offer to reach 

a global audience, and the opinion leaders that may help spread the message to new audiences. 

Based on the assumption that a successful operation of this nature has to attach to what is 

already present in a society, it can prey on existing social issues, salient public discourse and 

trending hashtags (Prier, 2017; Hoogensen Gjørv & Jalonen, 2023). 

 For the information operation practitioner on social media such as Twitter, high jacking 

of hashtags and bot spamming, the use of automated accounts to bombard certain conversations 

on social media with spam messages, can be used to drown out undesirable messages, or 

instead, boost certain conversation topics. These tactics have been used in Syria, to disrupt the 

Twitter media discourse by the opposition to Assad’s regime. However, as new trends in social 

media emerge and decline, it is important stay abreast of the new trends in order to determine 

the optimal method to disseminate information. In other words, emphasise the ‘social’ of social 

media, especially in new information operations on platforms like the personality-heavy 

Instagram and TikTok, which have emerged as the new frontlines for information war 

(Sidorenko-Bautista, Alonso-López, Paíno-Ambrosio, 2023).  

 

Russian Information Operations 

The long history of information war within Russian strategic thought has been mentioned 

before, but the most recent and current incarnation thereof has a more recent origin: the Russian 

invasion of Georgia in 2008, where the Russian troops performed poorly in regular warfare. 

Another catalyst was the wave of revolutions that swept through former Soviet states and the 

Middle East in the early 2000s and 2010s. Moscow aimed to create a strategy and doctrine that 

would allow it to exert influence and project power beyond its border, whilst avoiding all-out 

war. This doctrine of hybrid warfare comprised cyberwarfare, clandestine actions and the 

information warfare that have discussed in the previous paragraphs (Thornton, 2015). 

However, hybrid warfare, or gibridnaya voyna, has a long tradition in Russian strategic 
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thinking, and indeed in military history at large. Subversion is the central theme of this kind of 

warfare, and its exact components and manifestations may differ from Western concepts of 

hybrid warfare (Fridman, 2017). Russian deception warfare under the umbrella term of 

maskirovska (masking) and the concept of reflexive control are other aspects within Russian 

strategic thought. Reflexive control is manipulation of an enemy through study of his 

characteristics, manipulation tactics, and other means, aimed at provoking a specific response 

(Giannopoulos and Smith, 2021; Thomas,  2004, 2019). The complexities of the various terms, 

traditions and concepts in Russian strategic thought may be hard to grasp within the terms 

written here. The aforementioned gibridnaya voyna, for example is also what the Russians call 

the Western concept of hybrid warfare, which is described as being openly challenging an 

attacking Russia and Russian interests (Galeotti, 2019). Indeed, as reflexive control-expert 

Vladimir Lefebvre posits, cultural differences that shaped respective Western and 

Eastern/Russian outlooks and understandings of certain concepts themselves are harmful and 

disruptive, and the one who best understands and utilises this will be more effective in political 

confrontations (Lefebvre, 1982).   

 The Russian incursion in 2014 and subsequent annexation of Crimea in 2014 brought 

hybrid warfare to forefront and has shaped Western perception of Russian intentions and 

capabilities. This recent incarnation of Russian hybrid warfare became known under the name 

‘Gerasimov doctrine’, but the term has fallen out of favour since, as the TTPs included in this 

term may never have been a formal military doctrine (Fridman, 2019,7). Indeed, looking at 

Russian strategy solely through such frameworks may be dangerous, according to Bettina 

Renz, for it may colour any Russian action as a calculated, militarised move that fits in a master 

strategy (2016). This could lead to overestimations of Russian capabilities, similar to the 

potential over appreciation of the role that disinformation can play in shaping public opinion. 

The progression of the ongoing war in Ukraine, where Russian objectives, tactics, and 

execution are often not synchronised, lends credence to this assessment. Indeed, there have 

been instances of Russian interference, economics coercion, military incursion and cyber 

attacks, aimed at European Union and other Western states. However, the actual success of 

these operations are not clear, and neither is to what extent they were part of larger strategic 

operations (Hågen Karlsen, 2019).     

 
7 Mark Galeotti, ‘’I'm Sorry for Creating the ‘Gerasimov Doctrine’’’, Foreign Policy, 5 March 2018, 

https://foreignpolicy.com/2018/03/05/im-sorry-for-creating-the-gerasimov-doctrine/.  

https://foreignpolicy.com/2018/03/05/im-sorry-for-creating-the-gerasimov-doctrine/
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Studies analysing Russian information operations on Twitter have shown their tendency to 

adopt and attach to polarising topics and language, with language that is antagonistic towards 

Western governments and institutions. Often, this means targeting radicals on both ends of the 

political spectrum (Al-Rawi, 2021). Moreover, the persuasive effect of these campaigns on the 

individual level remains difficult to determine, but it appears to be less than feared or expected. 

The reach of these campaigns vis-à-vis the larger Twitter ecosystem is limited. Both of these 

observations can be explained by the targets and contents of these campaigns, since the radical 

fringes that they are aimed at are more inward-focused and already strongly entrenched in their 

views (Bail et al., 2020). Similar observations regarding the amplifying, rather than influencing 

nature of these campaigns were made by Dawson & Innes (2020) and Eady et al. (2023). The 

mechanisms of Russian influence abroad comprise many different media, who can operate in 

conjunction with each other. However, the reach of these various media channels within the 

larger media ecosystems in which they operate appears to be limited. Much like the Twitter 

campaigns, RT reaches a limited audience with its narratives critical of the West, compared to 

the Western media enterprises it competes with (Elswah & Howard, 2021). Thus, following 

the findings from these various studies, it seems likely that the actual reach of Russian 

information operations, and their persuasive effects on individuals, may be limited. However, 

the mere existence of these campaigns, as well as their amplification of polarising topics and 

content, may have a destabilising effect on societies as a whole, in particular by generating 

doubt on the veracity of any information and narrative in public discourse. This may indeed be 

the ultimate objective of these campaigns.    

  

Chinese Information Operations 

The shared opposition to Western influence in areas of interests and their internal politics have 

been cited as reasons for ever closer ties between Beijing and Moscow, including in matters of 

foreign policy towards the West. However, this relationship is complex, and one should be 

wary of overstating their closeness (Grajewski, 2022).  Where the cooperation and influence 

between both countries grows more apparent, is that of best practices for information 

operations. Whereas Chinese doctrine on this matter used to be more domestically oriented, 

the country’s growing global ambition and influence has led to it adapting a more forceful 

approach to diplomacy and foreign affairs. Russia’s hybrid warfare strategies serve as a 

blueprint for this new power projection (Bachmann, Dowse and Gunneriusson, 2019), though 

are not its sole inspiration, since American information warfare doctrine has also been 

influential.  



 

20 
 

China already adopted the ‘Three Warfare Doctrine’ at the turn of century, which involves 

psychological warfare, media warfare and legal warfare. In this doctrine, information 

operations are integrated within the wider strategic objectives of the Chinese state and its 

institutions. Legal warfare uses principles of international law to advance Chinese interest 

abroad, in particular in its efforts to secure its claims over the South China Sea.  Psychological 

warfare aims at demoralizing enemies of the state, foreign and domestic, through coordinated 

efforts to target and amplify their weaknesses. This is illustrated by China’s bellicose rhetoric 

towards Taiwan and frequent incursions into the latter’s territory. Media or public opinion 

warfare aims to influence foreign audiences and to improve their opinion of China (Charon & 

Jeangène Vilmer, 2021). Indeed, persuasion appears to be the objective of these operations, 

whereas amplifying divisions and doubt within target countries falls more into the field of 

psychological warfare (Cheng 2017). A recent study on an influence campaign on Facebook, 

which has been attributed to China, did indeed find that the content of this campaign was 

predominantly positive about the country and its policies (Tambe & Friedman, 2022).  

It appears that Chinese information operations so far have been aimed more at 

improving the country’s international standing, rather than sowing divisions like the Russian 

campaigns appear to do. This does not mean that Chinese information operations are never 

used for that purpose, but rather that the general trend differs. However, there is some 

convergence between both countries’ on certain topics. The more recent proliferation of 

Russian-esque disinformation from China followed the Russian information output 

surrounding the invasion of Ukraine, as well as its media playbook by adopting a Chinese 

version of Russian foreign influence vector RT (Li, 2022). In general, the information 

operations strategies of both countries appear to become more similar (Charon & Vilmer, 

2021).  

 As was the case with the study of Russian information operations, recent studies of 

Chinese operations and doctrine place them within the country’s long history and older 

philosophies on themes of (strategic) deception and manipulation. Writings from ancient 

philosophers, such as Sun Tzu’s The Art of War, are used to interpret current Chinese strategy 

in the realm of information warfare (Fangyi Lu, 2022). These foundational text will 

undoubtedly inform these strategies in some form, but the question is to what extent. These and 

other studies do mention the unique domestic situation for China, with its strong censorship of 

online communications; the specific characteristics of online social media that are used in 

information operations and affect how they should be implemented; and lastly the large 

Chinese diaspora, that offers a unique vector for exerting influence abroad. Considering these 
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many variables that shape strategies, tactics, and specific objectives of information operations, 

it may be too deterministic to interpret the actions of China, and also Russia, purely from within 

the confines of their cultural and strategic doctrines, as envisioned by (Western) observes. 

Doing so may obfuscate and hamper the study of these operations.   

 

This chapter has outlined the theory and concepts that have shaped the hypotheses of this 

dissertation. We seen some of the persistent similarities between past and present propaganda 

principles, which have informed the Propaganda Logic Hypothesis. In addition to these, the 

various political and strategic considerations that may determine the implementation and 

design of state actor information operations have been explored, which have informed the 

Strategic Logic Hypothesis. Lastly, some reflections on contemporary social media, their 

functioning and their potential societal impact have been offered, which in part have shaped 

the Medium Logic Hypothesis. The latter is also depended on the medium in question, which 

will be further explored in the next chapter. Overall, this chapter has shown that contextual 

factors can exert significant influence on the shape that a coordinated information operation 

takes, but also that our own perceptions, definitions and frameworks to assess these operations 

are equally influenced by such factors.  
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Chapter II 

 Methodology 

 

The previous chapter has described the state of the field of disinformation and propaganda 

studies, and described some general trends that have been observed and which will guide the 

empirical analysis. The data for the empirical analysis part of this dissertation is extracted from 

the social medium Twitter. Though the platform has limited the amount of data that can be 

extracted, in order to prevent abuse, it is still possible to obtain a significant and relevant dataset 

through the data that has been released by the platform itself from 2018 onwards. This data is 

particularly useful for this dissertation, since it has been designated as ‘disinformation’ by the 

platform itself, and is assumed to have been created as part of coordinated information 

operations.   

 

Twitter as a Vector for Political Communication 

Twitter was founded in 2006 as a platform for microblogging. Users can share updates on their 

lives, personal thoughts and any other information they might want to share in the form of 

small messages called ‘tweets’. These tweets allow a maximum of 140 characters per message. 

Users can designate who can see its contents, within or outside their network of connections, 

and also add media in the form of pictures and videos. Users can also reply to tweets from 

others and share them on their own profile through retweeting. In order to help boost exposure 

of the message through the algorithms used by the platform, users can add keywords to the 

message in the form of #hashtags.   

 At the time of the data analysis, Twitter had more than 354 million users8 and remains 

one of the premier social media, though its importance has dwindled compared to newer social 

media such as the video-based medium TikTok. Nevertheless, Twitter remains important in the 

realm of political communication, where it has been a major tool for political campaigning and 

for politicians to reach their audiences, as well as for traditional media to obtain insights in 

rapidly evolving news stories (Jungherr, 2015). Twitter played a particularly influential role in 

the series of popular uprisings known as the Arab Spring (2010 - 2012), in which the platform 

was used to coordinate protest and share updates on the developing situation across countries 

in North-Africa and the Middle-East. It is in the context of these uprisings that some of the 

 
8‘’Number of Twitter Users Worldwide’’, Statista, https://www.statista.com/statistics/303681/twitter-users-

worldwide/.  

https://www.statista.com/statistics/303681/twitter-users-worldwide/
https://www.statista.com/statistics/303681/twitter-users-worldwide/
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forms of disruptive information operations, such as bot spamming, were deployed and refined 

(Singer and Brooking, 2019).  

 The platform’s prominence as a means for political communication makes it an 

attractive tool for those engaged in information operations, and those who wish to study them 

alike. One major caveat for both to keep in mind, however, is the relatively limited audience 

that the platform has, compared to the population at large. Combined with a relatively older 

user base compared the image- and video-focused social media, political communication on 

the platform should be considered more niche and elite, instead of being at the vanguard of 

online social media trends. Moreover, since the platform was acquired by Elon Musk, who 

since renamed it ‘X’, policies regarding moderation and data acquisition have become more 

fickle and unpredictable. This has made the platform attractive for disinformation again, after 

years of anti-disinformation measures. Simultaneously, extracting data via the application 

programming interface (API) to study information operations became more difficult due to the 

platform’s new policy of demanding payment to do so.9 These developments took place well 

after the datasets that have been used in this thesis were released, but they are indicative of the 

platform’s continued relevance in the field.  

 

The Twitter Transparency Dataset 

Twitter itself is aware of its role as a platform for political communication, partially due to 

criticism it received regarding its limited efforts to combat propaganda and information 

operations that were proliferating on the platform over the years. In response to this criticism, 

the company launched its election integrity dataset initiative in 2018. This initiative released 

metadata of users that were considered to be bad faith actors by the platform, as well as the 

tweets and media posted by these accounts. The company decides to designate an account part 

of an information operation through the platform’s own metrics and in cooperation with law 

enforcement agencies (Gadde and Roth, 2018). Any person who believes they have been falsely 

identified as a bad faith actor can appeal to the company to have this status revoked. 

 The current dataset10 comprises over 200 million tweets that the company alleges 

originate from intelligence agencies and other coordinated influence campaign organisers, 

stemming from twenty-two countries, with user activity going as far back as 2009. The most 

 
9 Jenae Barnes, ‘’Twitter Ends Its Free API: Here’s Who Will Be Affected’’, Forbes, 3 February 2023, 

https://www.forbes.com/sites/jenaebarnes/2023/02/03/twitter-ends-its-free-api-heres-who-will-be-affected/.  
10 ‘’Twitter Moderation Research Consortium’’, Twitter, https://transparency.twitter.com/en/reports/moderation-

research.html.  

https://www.forbes.com/sites/jenaebarnes/2023/02/03/twitter-ends-its-free-api-heres-who-will-be-affected/
https://transparency.twitter.com/en/reports/moderation-research.html
https://transparency.twitter.com/en/reports/moderation-research.html
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prominent states in the dataset are Russia, China and Iran, but countries from Europe, the 

Middle East, Latin America, Asia and Africa are included as well (see table 1). All the media 

items – urls of external websites, pictures, and videos – that are tweeted and retweeted by these 

accounts are included in the datsets. The relevant data for this dissertation comprise accounts 

and tweets attributed to Russian and Chinese state-sponsored actors, comprising a total of 3780 

accounts and 8.892.280 tweets for Russia, and 2159 accounts and 67193 tweets for China (see 

table 2). The tweets were collected in the period October 2018 to December 2021. The data 

was downloaded from the Twitter repository on 15 March 2022. 

 Since the reviewing process of account activity is continuously ongoing, accounts can 

be removed from the dataset entirely, in case if wrongful identification as a malicious account, 

or moved from one country subset to another, in case of misidentification. This has indeed been 

done11.  

 

Table 1. Countries 

 

 

Table 2. Dataset Metadata 

 

  

 
11 Vijaya Gadde and Yoel Roth, “Enabling Further Research of Information Operations on Twitter”, Twitter, 

October 2018, https://blog.twitter.com/en_us/topics/company/2018/enabling-further-research-of-information-

operations-on-twitter.  

Country Accounts Tweets Retweets English Language (Total) Period Tweets Published Period Tweets Harvested

Russia 3780 5530978 3361302 1970861 09 May 2009 - 17 March 2021 October 2018 - December 2021

China 2159 59346 7847 22356 24 January 2012 - 05 April 2021 August 2019 - December 2021

Dataset Metadata

https://blog.twitter.com/en_us/topics/company/2018/enabling-further-research-of-information-operations-on-twitter
https://blog.twitter.com/en_us/topics/company/2018/enabling-further-research-of-information-operations-on-twitter


 

25 
 

Advantages of Using Twitter Data 

The main advantage of using this data for analysis is that it allows for the use of large amounts 

of Twitter data, without violating the company’s rules on data extraction and data abuse. This 

has been a major obstacle for researchers interested in analysing any of the social media, ever 

since abuses like the Cambridge Analytica scandal have made the platforms more restrained 

with sharing their data. By using data that has been made available by Twitter itself, this issue 

is circumvented. Extraction of data using Twitter rest and streaming API would have been 

possible, but this is limited to a certain number of tweets extracted per user account per hour. 

This is a bottleneck for downloading relevant data on topics that are quickly developing and 

involve an enormous number of tweets. An additional obstacle has recently emerged, in the 

form of the platform’s new pay-to-use policies regarding APIs.  

 In addition to the problem of obtaining the data, there is another major complication 

that is avoided by using this dataset: the identification of disinformation content itself. The 

qualitative and quantitative methods for identifying fake accounts posting disinformation, and 

other forms of coordinated manipulation on social media, are rapidly and ever-evolving. These 

methods involve analysis of (ir)regular positing times for tweets and retweets, where messaging 

at regular intervals can indicate that automated accounts (bots) being involved. Automated text 

analysis on content can help identify messages that are intended to be manipulative. The exact 

manner in which the data that is used is found and extracted (by searching for certain keywords, 

for example), how the data is analysed, and how the results are classified (genuine activity, 

manipulated activity, hybrid activity) remains a contentious topic that has to be addressed by 

each study that uses these methods (Nimmo, 2019). In addition to the above, due to their small 

size or lack of successful interaction with the platform environment at large, many information 

operations likely are not noticed before they are taken down by the platform in question 

(Buntain & Goldbeck, 2017).    

 By using the data released by Twitter, these issue are avoided. One way to identify 

manipulated accounts is to scrape the same data twice and identify the tweets and accounts that 

have been removed for violating Twitter’s terms of service. However, these offensive messages 

may have been posted for any number reasons that do not involve coordinated manipulation 

attempts, and false misidentification of coordinated influence campaigns is a constant risk. It 

is highly likely that Twitter has other, additional metrics and insights that it can use to identify 

coordinated activity on its platform (Beatson et al., 2021). This is particularly plausible when 

one considers the platform’s cooperation with law enforcement and intelligence agencies, since 

these have their own metrics that can help in identifying bad faith actors. Using the data that 
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has been curated and released by Twitter itself solves many of the issues that surround 

disinformation identification, though it can be seen as a ‘copout’.  

 

Disadvantages of Using Twitter Data 

The clear disadvantage to using this data is that editorial control is ceded to the platform and 

any standards that it may hold. Information operations by themselves are already opaque, and 

clarity is nit improved when the exact criteria by which a dataset is created are not known. It 

seems Twitter generally follows the thread left by accounts that have violated their terms of 

service, to identify other accounts that frequently interact with these obvious ‘bad’ accounts. 

This network of accounts and messages is the foundation for the dataset. However, when we 

consider the platform’s own interests, and the role that power structures play in the managing 

of media (per Chomsky and Chadwick); and when we consider the black box that is the 

platform’s curation process; some scrutiny of the dataset is required.  

 What the terms of service are precisely, and what constitutes a ‘violation’ of these 

terms, is not something that is decided upon in abstraction. The norms by which the platform 

operates, how freedom of discourse is defined and when it is deemed proper for the company 

to intervene are shaped by social and political developments. An example of this is the very 

existence of this dataset, which was created due to public pressure regarding the role the 

platform played in the propagation of disinformation during the 2016 presidential election in 

the United States (Twitter, 2018). The restrictions placed on political advertising on Twitter 

during the 2020 presidential election in that same country, and the banning of Donald Trump’s 

Twitter account in 2021, are other manifestations of the pressure that society and political 

events exert on decision-making within the company. Whether those pressures are justified is 

not relevant to this point.  

 With those considerations in mind, the contents of the dataset do become somewhat 

indicative of (geo)political trends. The prominence of Russia, Iran and China can probably be 

explained by increased fears and interests in Western countries towards those states, to which 

Twitter responded in this manner. This does not mean that these states are not acting 

disruptively and maliciously on these platforms, but rather that there is a vacancy in the dataset 

regarding coordinated manipulative content from Western sources (with the notable exception 

of Spanish disinformation regarding the Catalan question12). For full integrity and academic 

 
12 ‘’Disclosing new data to our archive of information operations’’, Twitter, 20 September 20219, 

https://blog.twitter.com/en_us/topics/company/2019/info-ops-disclosure-data-september-2019.  

https://blog.twitter.com/en_us/topics/company/2019/info-ops-disclosure-data-september-2019
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interest, an expansion of the dataset into that direction would be much appreciated. Indeed, one 

of the few studies that analysed information operations that have been attributed to Western 

intelligence services found that the tactics, techniques and protocols they employed were very 

similar to those used by Russia and Iran (Graphika & Stanford Internet Observatory, 2022). 

Further study of these operations, the tactics and means employed, and the similarities and 

difference between these various actors is needed.  

 In spite of these considerations, the general assumption in this dissertation is that the 

dataset overall is a genuine representation of accounts involved information operations’ activity 

on Twitter. The data, or parts thereof, have already been used in other studies, most notably 

several conducted by the Stanford Internet Observatory13, and in Twitters own reports14.  

However, to understand the wider context of these alleged information operations, the actors 

involved, and their objectives, this partial dataset and methodology is insufficient, and a more 

in-dept analysis across multiple platforms and languages is needed to analyse such operations 

in full. Due to constraints in the form of data availability, this dissertation will only analyses 

these Twitter datasets.   

 

Data Analysis Methodology 

The analysis done in this dissertation on the Russia- and China-ascribed Twitter operations 

involves automated quantitative text analysis in the Python environment, the code for which 

has been adapted from several sources. In order to process the large amount of data and to 

identify the major trends that the alleged information operations try to attach to, analysis was 

done on the main tweet texts and hashtags. The dataset contains tweets in a large  variety of 

languages, but this dissertation is based on English-language tweets only (numbering a total of 

1.970.861 tweets for the Russia datasets, and 22.356 tweets for the China datasets), in order to 

ensure consistency in comprehension of the texts, and to gain insights in information operations 

that have the goal to reach as wide an audience as possible. Automated translation of the non-

English tweets was considered, in order to identify potentially unique characteristics in non-

English language operations, but this was abandoned. These automated translations would 

entail a further loss of linguistic nance and meaning, since the automated text analysis will 

already lose some of the subtleties and hidden meanings of the tweets.  

 
13 ‘’Platform Takedown Reports’’, Stanford Internet Observatory Cyber Policy Center, 

https://cyber.fsi.stanford.edu/io/research/takedowns. 
14 ‘’Twitter Moderation Research Consortium’’, Twitter, https://transparency.twitter.com/en/reports/moderation-

research.html.  

https://cyber.fsi.stanford.edu/io/research/takedowns
https://transparency.twitter.com/en/reports/moderation-research.html
https://transparency.twitter.com/en/reports/moderation-research.html
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Visual data was not included in the analysis, since the aim was to analyse the English datasets 

as a whole, and the total number visual media would be impossible to analyse. Also, due to the 

enormous scale of the datasets and limitations in available resources, automated text analysis 

was considered the best option to examine the contents of these datasets.     

 

Metadata Analysis  

The first part of the analysis involves simple quantitative analysis of metadata (account creation 

dates, tweet activity, tweet/retweet ration, tweet languages, see table 3). This analysis is done 

on the entire Russian and Chinese datasets, and not just the English-language tweets. This is 

done to assess overall trends within the subsets of the dataset, such as account creation dates, 

which may indicate preferences for the type of accounts and activities used by these operations, 

such as bot swarms, or sleeper accounts that can be activated when needed.  

For the case study Russia, the subsets comprise tweets allegedly propagated by four 

campaigns (IRA, GRU, REA and RNA). The IRA is the Internet Research Agency, Yevgeny 

Prigozhin’s now defunct ‘troll factory’. The GRU dataset comprises campaigns ascribed to the 

Glavnoje upravlenije General'nogo shtaba Vooruzhonnykh sil Rossiyskoy Federatsii, the 

Russian military intelligence agency. REA and RNA are unknown acronyms. For the case 

study China, the subsets comprise tweets allegedly propagated on behalf of the Chinese state: 

the CNHU-subset (government-affiliated) and the CNCC-subset, propagated by private firm 

Changyu Culture.15  

  

 
15 ‘’Analysis of Twitter Takedowns Linked to Venezuela, Mexico, Tanzania, and China’’, Stanford Internet 

Observatory, 2 December 2021, https://cyber.fsi.stanford.edu/io/news/twitter-takedown-december-2021. 

https://cyber.fsi.stanford.edu/io/news/twitter-takedown-december-2021
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Table 3. Metadata Categories 

 

 

URL Sharing 

In order to identify connections to other potentially disruptive content, such as alternative news 

sites which may propagate disinformation, the most shared links (‘URLs’, table 2) to other 

websites are identified. The assumption is that Tweets used in an information operation will 

link to other segments of the information operation.   

 

Word Frequency Analysis  

After filtering the dataset on English-language tweets only and cleaning the filtered dataset of 

English-language stop words, emoticons, URLs and links, the second part of the analysis 

involves word frequency analysis of the main body of the tweets (‘tweet_text’, table 3) and the 

hashtags. Wordclouds are generated to identify the key concepts that the tweets discuss and/or 

attach to. Any hashtags in languages other than English were translated using Google translate. 

Hashtags are also presented in a heatmap built from a correlation matrix to identify patterns 

between them, so as to see how hashtags are used to generate traction for the operations on 

Twitter.16 

 

 
16 Code adapted from: James, ‘’Topic Modelling In Python Unsupervised Machine Learning To Find Tweet 

Topics’’,  Coding Club, https://ourcodingclub.github.io/tutorials/topic-modelling-python/. 

https://ourcodingclub.github.io/tutorials/topic-modelling-python/
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TF-IDF (Term Frequency-Inverse Document Frequency) 

To find the most unique terms used in the tweet texts and hashtags, the data was trained and 

analysed through the methods of Scikit-learn machine learning17 TF-IDF (term frequency-

inverse document frequency), which extracts the most prominent terms relative to each 

document (tweet_text) it has been extracted from. This will give a rough impression of the 

overall themes of these operations, which will be refined through topic modelling at a later 

stage. 

 

Sentiment Analysis 

In order to identify the overall sentiment that the tweets and retweets try to evoke, the tweet 

text for each subset is ran through Flair Sentiment Analysis automated sentiment analysis18, 

which attaches emotional values (positive or negative) to the words in the body of the tweets. 

This is an automated process, which means that subtleties like sarcasm or humour are difficult 

to identify, which in turn means that this method gives a rough indication of the overall 

emotional appeal of the tweets. It is therefore not an absolute reflection of the emotional content 

of the tweets. The assumption here is that Tweets from Russian operations will lean negative 

considering their preference for divisive content, whereas Tweets from Chinese operations will 

lean positive, to as part of their effort to present China in a favourable light to foreign audiences.  

 

Latent Dirichlet Allocation (LDA) Topic Modelling  

Lastly, the tweet_text data was processed via Latent Dirichlet Allocation (LDA) topic 

modelling, a probabilistic model that utilises unsupervised machine learning to extract the main 

topics from a corpus19. This widely used method for quantitative text analysis is useful as it 

allows for grouping documents together, in this case Tweets, based on their features (Chatterjee 

& Krystyanczuk, 2017). This would help identifying overall themes in the information 

operations included in the dataset, which will provide more insight into the overall objectives 

for these operations. The IRA-dataset was by far the largest dataset, and the enormous number 

of tweets not only required an unsustainable amount of computation power, but also made 

 
17 Code adapted from: ‘’Working With Text Data’’, Scikit Learn, https://scikit-

learn.org/stable/tutorial/text_analytics/working_with_text_data.html?highlight=machine+learning.  
18 Code adapted from: nasirsoft93, ‘’Flair Sentiment Analysis’’, GitHub, 12 December 2021, 

https://github.com/nasirsoft93/NLP/blob/master/Flair_Sentiment_Analysis.txt.  
19 Code adapted from: James, ‘’Topic Modelling In Python Unsupervised Machine Learning To Find Tweet 

Topics’’,  Coding Club, https://ourcodingclub.github.io/tutorials/topic-modelling-python/. 

https://scikit-learn.org/stable/tutorial/text_analytics/working_with_text_data.html?highlight=machine+learning
https://scikit-learn.org/stable/tutorial/text_analytics/working_with_text_data.html?highlight=machine+learning
https://github.com/nasirsoft93/NLP/blob/master/Flair_Sentiment_Analysis.txt
https://ourcodingclub.github.io/tutorials/topic-modelling-python/
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identifying any topics and relevant clusters impossible. This dataset was therefore analysed in 

smaller batches.  

 

These various tools for quantitative text analysis are expected to show the general themes, some 

rudimentary structure, and the contents of these information operations. This in turn can help 

provide insight into the overall objectives of these information operations and the entities that 

created them, as well as how they adapted to the specific chrematistics of the platform, as per 

Hypotheses 3 (Medium Logic). The results of these analyses will be presented and analysed in 

the chapters that follow.   
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Chapter III 

Case Study – Russian Information Operations on Twitter 

 

The alleged Russian Twitter dataset (see figure 3) can be split in subsets of information 

operations by two entities. One of these is the Russian military intelligence agency Glavnoje 

upravlenije General'nogo shtaba Vooruzhonnykh sil Rossiyskoy Federatsii (Main Directorate 

of the General Staff of the Armed Forces of the Russian Federation), generally abbreviated to 

GRU. The other one is the Agentstvo internet-issledovaniy (Internet Research Agency), 

generally abbreviated to IRA, which is assumed to have tried to influence the elections in the 

United States and the Brexit Referendum in 2016 (Singer and Brooking, 2018). The two 

remaining datasets are subsets of the IRA operations, with particular focus on certain 

geographical regions. These are called RNA and REA, for reasons unknown to the author.  

 

Table 4. Russia - Metadata 

 

 

Metadata Analysis 

The IRA’s activities started shortly after the war in Georgia in 2008 that spurred on the Russian 

government’s shift towards hybrid warfare. These initial actions consisted of creating a large 

number of accounts to be used in later operations, but not much actual activity (see Appendix 

B). This holds true for all subsets. The most likely reason for this is to have legitimate accounts 

available for when the necessity to use them arises, rather than to rely on a mass of throwaway 

accounts that seem less genuine due to their recent creation data and lack of a distinct user 

history.  

 

The overall trend for all agencies is to rely on original tweets, rather than spamming retweets, 

to influence the discourse on the platform. Similarly, since the English language dataset 

contains very few duplicate messages, spam seems to be rare in all of the subsets. Based on the 

language divisions in the dataset, the GRU, REA and RNA subsets appear to focus more on 

English-language foreign operations, whereas the IRA also includes a significant domestic, 
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Russian-language component. In addition to the English and Russian-language tweets, the 

REA and RNA datasets also comprise a significant amount of French tweets and retweets. 

Considering the large number of Africa-related hashtags and keywords within these tweets, it 

stands to reason that these accounts/tweets are aimed at Francophone countries in Africa.   

 

URL Sharing 

Many of the links that are shared within the dataset are now defunct and are untraceable even 

on archived webpages. However, based on the text in the URLs, a significant portion of them 

appear to direct to news articles on alternative news websites, with clickbait-heavy, 

emotionally evocative titles. Other categories include links to YouTube videos (which have 

been taken down). One piece of salient content that is still retrievable is a Telegram-channel 

pushed by GRU-accounts. This ‘Brussels Snitch’ channel promotes content that is critical of 

the European Union and NATO (table 5).  

 

Table 5. GRU URLs Shared 

 

 

The RNA dataset is more recent and much of the linked content is still online. These links 

(table 6) refer to other tweets that are supportive of the military dictatorship that took power in 

Sudan in 2019 and as such, seems to be part of an operation that aims to promote this regime. 
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One tweet, in Arabic, that was shared 15 times laments the ongoing strife, the lies in the 

discourse, and raises the question who might be benefit form this discord, which may allude to 

foreign interference (from Western powers). Another interesting detail are the shared links to 

bitcoin websites, which could have been part of scam operations run by the same actors who 

conduct the information operations.  

 

Table 6. RNA URLs Shared 

 

 

Word Frequency Analysis and TF-IDF 

All subsets share one characterises between them: a strong focus on the Syrian Civil War. 

Hashtags and tweet texts from the GRU frequently mention and criticise American 

involvement in the war, attach themselves to the Syria and ISSI hashtags, as well as the Idlib 

hashtag, which was one of the main rebel strongholds during the war. The tweets call for the 

end of ‘terrorism’ in the country (figures 1 and table 7). With keywords such as Militants, 

Syria, Idlib and terrorists; and hashtags such as #Syria, #StopTerrorism, #Idlib, 

#WhiteHelmets, there appears to be an attempt to both attach to those trending topics, and 
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targeting the White Helmets, a volunteer organisation that is active in the conflict and tries to 

offer humanitarian and medical aid. This organisation has indeed been targeted by hostile 

disinformation campaign sin the past (Wilson & Starbird, 2020). Similarly, the RNA dataset’s 

keywords and hashtags mainly contain references to the conflict in Syria, while the REA 

dataset is split mainly between the Syrian conflict and various African countries (see figure 2).  

The latter involve the Central African Republic and Sudan respectively, countries with regimes 

that were friendly to Russia. The TF-IDF analysis yielded similar results. 

 

Figure 1. GRU WordCloud 

 

 

Table 7. GRU Hashtags 

 

 

The IRA’s activities (see figure 2) are more diffuse, with the main IRA body being split 

between American politics (the 2016 elections) and the war in Syria. The hashtags used by the 

main IRA dataset heavily favour using ‘sports’, ‘news’ and ‘politics’ tags, likely to gain 

traction with the (American) trending Twitter landscape, while many of the keywords are 

related to US political figures (Hillary Clinton, Barack Obama, Donald Trump).  
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Figure 2. IRA/REA/RNA WordClouds 

 

 

One salient detail in the IRA dataset is the mentioning of German Chancellor Angela Merkel 

and the German far-right party Alternative für Deutschland (AfD) are the least shared hashtags 

(table 8), indicating that there was some interest in interfering in German discourse, most likely 

on the contentious immigration issue that was dominant in public discourse during the time-

period covered by the dataset.20 However, this does not appear to have been a priority for the 

English-language dataset.  

  

 
20 Saim Saeed, ‘’Merkel loses support, far right rises after migration row: poll,’’ Politico, 24 June 2018, 

https://www.politico.eu/article/angela-merkel-poll-migration-loses-support-far-right-rises-after-migration-row/.  

https://www.politico.eu/article/angela-merkel-poll-migration-loses-support-far-right-rises-after-migration-row/
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Table 8. IRA/REA/RNA Hashtags 

 

 

Sentiment Analysis 

In terms of sentiment, the overall trend for the IRA is a (slight) predominance of negative 

content over positive content (figure 3). However, the differences are less than what one would 

expect from coordinated influence operations, since studies have found that that the online 

ecosystems favours negative messaging. One potential explanation for these unexpected results 

is the fact that sentiment analysis through machine learning is unsuited to picking up on 

sarcasm and other textual nuances, which may lead to false classifications.  
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Figure 3. IRA Sentiments 

 

 

GRU seems to favour more negative content (figure 4), particularly in its African operations. 

The RNA and REA tweets and retweets are more negative than positive.  

  

Figure 4. GRU Sentiments 

 

 

Latent Dirichlet Allocation (LDA) Topic Modelling 

Similar to the keyword and hashtag results, the LDA Topic Modelling often yielded diffuse 

results, without clear connections between topic words, and where these words often were 

random and mundane, without clear connections to political or salient issues (see table 9 and 

6). One strong connection that emerged for the GRU dataset is ‘US’, ‘weapon’, ‘white’, 

‘coalition’, ‘kill’, ‘arm’, ‘train’ and ‘terrorists’ (6 and 7) in figure 5. This may indicate attempts 

to link US/coalition forces to training and arming groups that are involved in the conflict, to 

terrorists and their involvement in the conflict.   
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Table 9. GRU Topics  

 

 

Figure 6. GRU Hashtag Heatmap 

 

 

 

 

For the IRA datasets, there is more data available, as well as some clearer narratives that 

emerge. In 2014 and early 2015, the accounts mainly mention everyday topics such as sports 

and breaking news. In January 2015, the dominant narratives refer to the nuclear disaster that 

took place in Fukushima, Japan in 2011, which in the tweets is linked to the famous nuclear 

disaster in Chernobyl, Ukraine in 1986, in what was then the Soviet Union. The fact that these 

two past disasters are part of the Twitter discourse may be due to the release of the documentary 

The Russian Woodpecker, which was released in that same month. This documentary revolves 

around the Chernobyl disaster.  
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After mainly discussing sports, the tweets become more political again in the summer of 2015, 

referencing the riots in Ferguson, Missouri, US following the killing of Michael Brown a year 

earlier, through #fergusonremembers. Other tweets support Trump in the early stages of the 

campaign for the US Presidential elections in 2016, with mentions of #trumpbecause. There 

are no clear narrative connections visible yet, since most of the closely associated words are 

related to sports and other news items.  

 From the summer of 2015 onward, the tweets are becoming increasingly political, 

referencing devise social issues via #blacklivesmatter and #blackisnotacrime and ‘Kaepernick’, 

which correlate with sports topics in 2016 (table 10). These reference the kneeling during the 

singing of the national anthem at US football matches by American football player Collin 

Kaepernick, to protest racial injustice in the US.  Narratives emerge that associate Hillary 

Clinton  with untrustworthiness  via #thingsmoretrustedthanhillary, Hillary, #mustbebanned. 

Other strongly related words are #celebratetrumpwith, #trumpforpresident and maga [Make 

America Great Again, Donal Trump’s campaign slogan]. These continue up to the US 

presidential elections in November 2016.  

 Starting in January 2017, with the inauguration of Donal Trump as President of the 

United States, tweets reference this event. Other strongly connected keywords are ‘maga’, 

‘trump’ and ‘illegal immigrant’, likely referencing Trump’s strong ant-immigration stance. 

Support for his presidency is visible in the related hastags: #maga, #makeamericagreatagain, 

#americafirst. One strong narrative is established through the terms ‘Clinton’, ‘cut’, ‘kill’ and 

‘sexual’, likely referencing the popular narrative that Hillary Clinton and other prominent 

Democrats were running a child-trafficking and abuse ring.21 

 In 2018, tweets strongly mention ‘Mueller’, referencing Robert Mueller’s investigation 

of Russian in the 2016 Presidential Elections. In 2019, ‘Venezuela’ and ‘Maduro’ feature 

prominently in the dataset. In 2020, ‘pandemic’, ‘China’, ‘coronaviru[s]’ are unsurprisingly 

dominant.  

  

 
21 Gregor Aisch, Jon Huang and Cecilia Kang, ‘’Dissecting the #PizzaGate Conspiracy Theories’’, The New 

York Times, 10 December 2016, 

https://www.nytimes.com/interactive/2016/12/10/business/media/pizzagate.html.  

https://www.nytimes.com/interactive/2016/12/10/business/media/pizzagate.html
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Table 10. IRA Topics 2015 & October 2016 

 

 

Figure 7. IRA Hashtag Heatmap October 2016 
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The REA and RNA datasets have fewer strongly connected keywords and narratives. The 

former mainly include a wide variety of largely unconnected keywords referencing news 

stories, mainly on crime topics, in various African countries. The latter mainly includes various 

keywords concerning the Syrian Civil War.  

 

Discussion and Conclusion 

The datasets that have been analysed in this chapter were unequal in size and scope. The IRA 

dataset is much larger and richer than the other three datasets, but this enormous size also means 

that a lot of ‘noise’ is included. Many tweets discuss a wide variety of random news items, 

sports events, or other topics without clear political or societal relevance. This in itself is a 

relevant finding, especially since this is the case in 2014 and early 2015. This ‘mundane 

normalcy’ helps the accounts to avoid attention, risk of banning due to inappropriate content, 

and to create a believable history on the platform.   

These findings are generally in line with other studies on coordinated Russian 

interference on social media, particularly Twitter. One study observed that supposed IRA-

accounts made up a wide, diffuse spectrum of left- and right-leaning content (Golovchenko et 

al., 2020), likely to be ready to adapt to either a Trump or Clinton victory in the 2016 US 

elections. Moreover, the impact of these accounts and their discourse may have very limited, 

though still harmful through their mere presence, and the associated doubt cast on the 

legitimacy of electoral discourse and outcomes (Eady et al, 2023).  

The latter is particularly salient for the attacks on Hillary Clinton, which include likely 

references to conspiracy theories aimed at the Democratic Party and her, with the supposed 

objective of demonising and delegitimising them. Other prominent issues in American public 

discourse and society are also used in messaging, likely to amplify the salience of these issues, 

and also to gain traction through hijacking prominent and trending topics on Twitter. The GRU, 

RNA and REA datasets are more limited in geographical and topical scope. The former two 

are clearly aimed at influencing discourse on the Syrian Civil War. Some of the narratives seem 

to be aimed at discrediting the White Helmets, to whom the Syrian president and Russian ally 

Bashar al-Assad was not well-disposed. There are also references to the anti-Assad forces, the 

Americans and other allies, and their supposed arming and training of terrorists in Syria. The 

RNA dataset seems to be aimed at supporting Russian allies Sudan and the Central African 

Republic, but the tweets and discourse appear to be the most diffuse of the four datasets, with 

only sporadic mention of relevant political events and topics.  
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To establish whether the topics and narratives mentioned here actually aim to create a dominant 

narrative on certain issues, further, in-depth analysis of smaller subsets of the data is needed. 

This can take the form of analysis of the visual media included in the tweets, and close reading 

of the tweet texts. This is beyond the scope of this current project, but it would be a worthwhile 

follow-on project.  

 

When we apply the three logics that are part of our analytical framework, we can posit the 

following. Propaganda Logic: Due to the focus on English-language content in this analysis, 

some of the nuances that may better expose the use of national and cultural characteristics by 

these Russian operations are lost. The universal reach of the English language can obfuscate 

the content that is intended for native-English-speaking countries. The IRA’s frequent mention 

of sports, both in text and in hashtags, may indicate an attempt at gaining traction in the Twitter 

algorithms by attaching accounts and their messages to trending sports topics. The other 

accounts are more focused on specific political events and issues, likely in order to gain 

momentum to influence discourse on those topics. These are tactics shaped by the Logic of the 

Medium. Hashtags and trending topics that will likely be browsed by those parties interested 

in them, are heavily targeted by these messages, which may indicate a desire to influence the 

general global media narrative on these topics. Journalists that followed the ‘Idlib’ hashtag to 

abreast of the events there would have to wade through the many messages from these 

operations, in order to find what they were actually searching for. The general audience 

interested in these events might even take these messages for the truth. The Strategic Logic 

here seems to be more to support friendly regimes, rather than to promote uniquely ‘Russian’ 

interests, or to improve the international perception of Russia. For the IRA dataset, the strategic 

logic seems to amplify pre-existing social issues, the discrediting of certain politicians, and to 

support Donald Trump.  

 

In the established scholarship, the Russian information operations have shaped much of the 

research and writing on the topic of information operations. In that sense, their tactics, 

techniques and protocols have become a default model for such operations, and the IRA-dataset 

in particular follows many of the established norms for such operations.  
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Chapter IV 

Case Study – Chinese Information Operations on Twitter 

 

The Chinese dataset analysed in this paper comprises two subsets, namely the CNCC and the 

CNHU sets, where the former includes tweets from Changyu Culture, a company in the 

Xinjiang province of China22, and the rest of the tweets are generally associated with pro-

Chinese Communist Party entities. As we shall see in this chapter, the CNHU subset is heavily 

focused on the discourse surrounding the Xinjiang province and the internment camps there.  

 

Table 11. China - Metadata 

 

 

Metadata Analysis 

The pattern of account creation dates is similar to that of Russia: front-heavy and tapering off 

towards the actual main operations activity. Tweet and retweet ratios are similar for both 

datasets, where the tweets proper are overwhelmingly dominant over retweets. Again, this is 

similar to the results from the Russian case study. More significant differences emerge in the 

language distribution of the datasets (figure 8). The ‘Xinjiang’ dataset has a surprisingly strong 

presence of French-language tweets, as well as Indonesian tweets. The CNHU subset is 

predominantly English-language, with Mandarin following as a strong second language 

category. Duplicate tweets are scarce.  

  

 
22 ‘’Disclosing state-linked information operations we've removed’’, Twitter, 2 December 2021, 

https://blog.twitter.com/en_us/topics/company/2021/disclosing-state-linked-information-operations-we-ve-

removed.  

https://blog.twitter.com/en_us/topics/company/2021/disclosing-state-linked-information-operations-we-ve-removed
https://blog.twitter.com/en_us/topics/company/2021/disclosing-state-linked-information-operations-we-ve-removed
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Figure 8. China – Tweet Languages 

 

 

URL Sharing 

The CNCC subset promotes what appears to be an obscure French-language radio website, 

which matches the strong presence of French-language tweets (table 12). The reason for the 

prominence of this website is unclear, for its contents appear not to be relevant to political 

discourse. This may be an example of an information operation that uses popular media in 

order to gain traction within the Twitter ecosystem.  

 

Table 12. URLs Shared 
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The CNHU subset shares many news articles in English that promote the Chinese province of 

Xinjiang as a pleasant place to live, whilst simultaneously calling out Western media that 

misrepresent the situation there (table 12). This is clearly a response to the international 

denouncement of the internment of the region’s native Uyghur people in ‘re-education camps’. 

This issue rose to prominence in international media and reached peak internet search 

popularity in the first half of 2019 (figure 9).  

 

Figure 9. Google Trends  

 

Google Trends data for the terms ‘Uyghur’ (red) and ‘Xinjiang’ (blue). Source: Google Trends, 31 August 2022.  

 

The CNHU information operation began tweeting about the Xinjiang issue in the second half 

of 2019, and continued promoting positive news about the region in 2020 and 2021, when the 

accounts were removed by Twitter.  
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Table 10. Hashtags 

 

 

Word Frequency Analysis and TF-IDF 

Within the CNCC subset, both in regular term frequency and TF-IDF counts, tweets 

mentioning ‘Seo Ye-ji’ and ‘Save Me’ are overwhelmingly dominant (figure 10). Both are 

references to popular culture. Seo Ye-ji is a South-Korean actress and Save Me is a British 

television series. Spread among these are some references to Xinjiang, such as the hashtag '蓬

佩奥' ('StopXinjiangRumors').  
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Figure 10. CNCC Word Frequency (top) and TF-IDF (bottom). 

 

 

The results for the CNHU subset are almost entirely political and revolve around ‘Xinjiang’ 

(figure 11). Mentions of ‘terrorism’ and ‘counterterrorism’ are echo the Chinese government’s 

stance that the actions taken against the Uyghurs are part of counterterrorist measures in the 

province (Roberts, 2020).  
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Figure 11. CNHU Word Frequency (top) and TF-IDF (bottom). 

 

 

Sentiment Analysis 

Sentiment analyses of both datasets show another (slight) difference between both subsets, 

where the CNHU (figure 12) subset has near parity between positive and negative tweets.  
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Figure 12. CNCC Sentiment 

 

 

On the other hand, the CNCC surprisingly trends towards positive (re)tweets over negative 

(re)tweets (figure 13). This can likely be attributed to the strong pop-culture presence within 

the dataset.  

 

Figure 13. CNHU Sentiment 

 

 

Latent Dirichlet Allocation (LDA) Topic Modelling  

The topic modelling for the CNCC dataset mirrored the keyword and hashtag analyses, with 

the strongest topics being the actress Seo Ye-ji and the television show Save Me (table 11, 

figure 14).  
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Table 11. CNCC Topics 

 

 

Figure 14. CNCC Hashtag Heatmap 

 

 

The topics and associated narratives that emerge from the CNHU dataset mainly focus on 

representing the situation in Xinjiang as positive (see table 12, figure 15), with improvement 

of human rights for the local population (‘counter’, ‘terror’, ‘protect’, ‘human’, ‘right’, ‘better’, 

‘xinjiang’), which we have already seen in the links shared within the tweets.  
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Table 12. CNHU Topics 

 

 

 

Figure 15. CNHU Hashtag Heatmap 

 

 

Discussion and Conclusion 

Overall, the ‘Chinese’ datasets are less rich than those ascribed to Russian information 

operations. One potential explanation is that it seems the Chinese operations appear to have 

abandoned the platform at the time when these tweets were posted, in favour of other platforms 

and influence strategies (Bolsover & Howard, 2019). In general, the use of regular media, 

diplomatic channels, Chinese cultural institutes, the Chinese diaspora and other social media 

platforms seem to have become the preferred means to exert influence. 
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Now let us turn to how these findings correspond with the three hypotheses on the logic that is 

supposed to guide an information operation. Firstly, the Propaganda Logic. The CNCC dataset 

appears to attach itself strongly to popular cultural trends in order to embed itself into the 

Twitter discourse, whereas the CNHU appears to abandon such strategies in favour addressing 

the topics it tries to influence on directly. This operational directness is also evident in the short 

time span in which the accounts were created and ‘put to work’, with a mere few months 

between their creation and the start of their post activity. In contrast, the CNCC accounts had 

longer longevity.  

These trends can be interpreted as manifestations of different Medium Logics, where 

one tries to go embed itself in the discourse, and the other tries to directly influence it. The 

CNCC subset seems to be more regionally focused too, with tweets in regional languages like 

Indonesian being strongly present within the dataset. The CNHU subset clearly comprises 

accounts and tweets that were created on short notice to combat mainly Western narratives on 

the internment camps in Xinjiang. The overwhelming amount of mentions of the province 

within the tweet texts and hashtags indicate an intend to shape the discourse on this topic on 

Twitter. One puzzling aspect of this dataset is the significant amount of tweets in Mandarin, 

since Twitter is blocked in the country. One explanation can be that these tweets are directed 

at the Chinese diaspora in Western countries. Indeed, this diaspora is assumed to be integrated 

in the overall strategy of the Chinese state to exert influence abroad (Charon & Vilmer, 2021). 

Chinese operations in general, appear to be more reliant on participatory propaganda from 

likeminded citizens themselves, instead of relying on coordinated campaigns conducted by 

professionals only (Hellman & Wagnsson).   

A Stanford Internet Observatory Cyber Policy Study’s report on the same dataset, 

published in 2021, identified similar importance of the Xinjiang- and Covid-issues for these 

campaigns, the attempt to redirect online discourse into a positive view of China. They also 

identified the sometimes mundane topics that many of the accounts spoke about, instead of 

clear political discourse (DiResta, Goldstein, Miller & Wang, 2021). This ‘positive’ trend is 

also observed in other studies on Chinese operations on other platforms, such as Facebook, at 

the time (Tambe & Friedman, 2022). More recent observations of Chinese campaigns, such as 

those targeting the 2024 Presidential elections in Taiwan, have noticed a more aggressive and 

negative trend (Köckritz, 2023; Infodemic, 2024). This matches there observed ongoing trend 

of a convergence in methods and tone between Russian and Chinese information operations.  

 Overall, those tweets that discuss political issues discuss mainly topics that are 

important to China’s reputation; Uyghurs, Xinjiang and Covid. This seems to indicate that the 
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Strategic Logic here is to shape discourse on Twitter in a more positive light for the country. 

This is congruent with other studies (DiResta, Goldstein, Miller & Wang, 2021). The supposed 

information operations that have been analysed in this chapter seem to differ in the extent to 

which they follow traditional models for information operations, especially by favouring 

positive content over negative. However, as has been mentioned before, the more recent trends 

in Chinese information operations seem to turn towards more aggressive and negative tactics, 

similar tot those of Russia. As such, more recent operations might indicate a turn to ‘one-size-

fit- all’ for information operations.  
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Conclusion 

 

This study aimed to identify to what extent information operations on Twitter, supposedly 

conducted by Russian and Chines state-backed actors, follow similar logics. Three hypotheses, 

or logics, grounded in extant scholarship on propaganda and information operations, were 

assumed to guide such activities. A dataset, released by the social media platform Twitter itself, 

containing accounts and posts (tweets) that were suspected of being part of Russia and China-

backed information operations, was analysed using quantitative text analysis methods. This 

analysis was expected to provide insights in the conduct and content of such operations, and as 

such support or falsify the hypotheses, as well as answer the overarching question how these 

operations may converge or diverge. This endeavour has been partially successful, as we shall 

discuss below, within the framework of the three logics.  

 

1. Propaganda Logic: successful information operations attach to what is already present in 

their target. 

Due to limitations inherent in the research design of the study, this part of the logic was 

somewhat obscured. This is partially due to the focus on English-language content only, and 

the universal reach of such content, which eradicates some of the potential cultural 

characteristics that operations in other languages could reveal. Another reason is the size of the 

datasets and the broadness of the textual analysis, which created a large amount of ‘noise’ 

within the results, obscuring potential narratives within the data.  

Some insight has been obtained, however. One example of an information operation 

trying to embed itself in larger cultural trends or phenomena, was the Chinese CNCC 

operation’s strong integration of popular artists and television series within its messaging. This 

can be a tactic to attempt to integrate the operation within culturally dominant discourse. Russia 

IRA’s use of sports-related tags can also fit into this category. In the other operations, the direct 

context in which they operated, such as the Syrian Civil War, the Xinjiang internment camps, 

and political and social upheaval in Africa, were more decisive in shaping content.  

This hypothesis has not been confirmed decisively, and would be well-served by more 

in-depth follow-on research focussing on information operations on a smaller scale. The 

Russian preference for negative content fits within the established scholarship, that has found 

that strong emotional and hateful content is more successful reaching audiences. This differs 
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from the more positive Chinese operations, that try to improve the global perception of the 

country, and to counter negative discourse aimed at China on Twitter.      

 

2. Strategic Logic: successful information operations are adapted to their unique strategic 

objectives. 

The major difference between information operations conducted by both states could be 

identified through reflections on who might ‘benefit’ from these operations. Most Russian 

activity appears to be supportive of allied or friendly regimes abroad, or could be adversely 

affect the internal stability of geopolitical adversaries such as the United States, through the 

amplification of social discord. The latter is visible in the narratives in the IRA-dataset, which 

focused on racial relations within the US, and propagated content that referred to conspiracy 

theories involving Democratic politicians.  On the other hand, Chinese information operations 

are more concerned with issues that align with China’s reputation abroad and its right to 

determine its own internal affairs. This hypothesis is confirmed, but not firmly. The exact goals 

and objectives of these supposed operations are difficult to discern without further information.  

 

3. Medium  Logic: successful information operations adapt to the information environment in 

which they operate. 

All information operations used the logic of Twitter’s hashtag system and algorithms to push 

content, share links and to increase their prominence on topics pertinent to their strategic 

objectives, confirming this hypothesis.  

 

Overall, the results yielded by the analysis are not as clear and decisive as hoped, and there is 

still room for further analysis. Some reasons for this are the differences in terms of size and 

richness of the dataset. The China-data in particular, is rather limited and did not provide clear 

results within the methodology employed in this project. This is also due to the nature of the 

datasets, since the exact benchmarks and metrics used in their curation are unknown. This 

makes it difficult to state with confidence that these are indeed information operations, and that 

this is indeed their full scope. Indeed, many information operations are unsuccessful in gaining 

traction, and are removed from the platform before they become part of the discourse. As such, 

there are biases that are inherent to the dataset, and in order to identify these operations in full, 

a cross-platform analysis would be needed. This has not been done in this project due to 

limitations concerning resources and available data, but it would be a worthwhile topic for 

follow-on research. This is especially relevant since this data is now outdated, considering 
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changes in the preferred platforms that are employed in information operations, and changes 

in the platforms of Twitter/X itself.   

 This study also raises questions on how information operations are defined, identified 

and studied. The operational difficulty of identifying information operations on a social 

medium have already been mentioned, but there are other factors to consider as well. To what 

extent we can accurately identify the actors purveying such an operation; their tactical, strategic 

and long-term objectives; and their success in achieving those, through only reverse-

engineering their operations is an ongoing debate. Ascribing specific intentions to an operation 

based on their contents alone, or by placing them within the strategic ‘doctrine’ of the supposed 

propagator is questionable, and can lead to conclusions and interpretations that are too 

deterministic. The functioning of the organisation that conducts the operation, their 

relationships with other actors operating in the same theatre, the cooperation or antagonism 

between foreign and domestic purveyors of disinformation operations all influence how such 

an operation might function.  

Thus, the three logics that have been used in this dissertation do not necessarily align 

with each other at all times, since the actors and circumstances involved will not be the same. 

As to how that influences the answer to the overarching question of this dissertation: there is 

some similarity in the manner in which the information operations by Russia and China are 

conducted, particularly regarding the Propaganda and Medium Logics, but the exact Strategic 

Logic of their operations is likely the most decisive factor. It is also the most difficult one to 

confirm with certainty. This can, and is encouraged to be explored further in future research.  
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Appendix A 

Python Code Used 

 

Establishing the Time Frame of the Dataset 

 

import pandas as pd 

 

data = pd.read_csv (r'path_to_location/Entity.csv') 

 

df = data['tweet_time'] 

 

print(min(df)) 

print(max(df)) 

 

Establishing the Tweets versus Retweets Ratio 

 

import pandas as pd 

import matplotlib.pyplot as plt 

 

data = pd.read_csv (r'path_to_location/Entity.csv') 

 

tweets_counted = data['is_retweet'].value_counts() 

print(tweets_counted) 

 

df = pd.DataFrame(tweets_counted) 

df.plot.bar(title="Entity Tweet Type") 

plt.savefig("Entity Tweet Type.jpg") 
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Establishing the Number of Account Languages Used 

 

import pandas as pd 

import matplotlib.pyplot as plt 

 

data = pd.read_csv (r'path_to_location/Entity.csv') 

 

tweets_counted = data['account_language'].value_counts() 

print(tweets_counted) 

 

df = pd.DataFrame(tweets_counted) 

df.plot.bar(title="Entity Account Languages") 

plt.savefig("Entity Account Languages.jpg") 

 

Establishing the Number of Tweet Languages Used 

 

import pandas as pd 

import matplotlib.pyplot as plt 

 

data = pd.read_csv (r'path_to_location/Entity.csv') 

 

tweets_counted = data['tweet_language'].value_counts() 

print(tweets_counted) 

 

df = pd.DataFrame(tweets_counted) 

df.plot.bar(title="Entity Tweet Languages") 

plt.savefig("Entity Tweet Languages.jpg") 
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Establishing the Account Creation Dates 

 

import pandas as pd 

import matplotlib.pyplot as plt 

 

data = pd.read_csv r'path_to_location/Entity.csv') 

 

tweets_counted = data['account_creation_date'].value_counts() 

print(tweets_counted) 

 

df = pd.DataFrame(tweets_counted) 

df.plot.line(title="Entity Account Creation Date") 

ax= plt.subplot() 

plt.setp(ax.get_xticklabels(), rotation=90, ha='right') 

plt.savefig("Entity Account Creation Date.jpg") 

 

Main Hashtags Used 

 

import pandas as pd 

 

data = pd.read_csv (r'path_to_location/Entity.csv') 

 

tweets_counted = data['hashtags'].value_counts() 

print(tweets_counted) 

 

Main URLS Used 

 

import pandas as pd 

 

data = pd.read_csv (r'path_to_location/Entity.csv' 

 

tweets_counted = data['urls'].value_counts() 

print(tweets_counted) 
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Main User Mentions 

 

import pandas as pd 

 

data = pd.read_csv (r'path_to_location/Entity.csv') 

 

tweets_counted = data['user_mentions'].value_counts() 

print(tweets_counted) 

 

Like Counts 

 

import pandas as pd 

import matplotlib.pyplot as plt 

 

data = pd.read_csv (r'path_to_location/Entity.csv' 

 

tweets_counted = data['like_count'].value_counts() 

print(tweets_counted) 

 

df = pd.DataFrame(tweets_counted) 

df.plot.line(title="Entity Overall Likes") 

plt.savefig("Entity Overall Likes.jpg") 

tweets_counted = data['like_count'].value_counts() 

print(tweets_counted) 
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Overall Follower Count 

 

import pandas as pd 

import matplotlib.pyplot as plt 

 

data = pd.read_csv (r'path_to_location/Entity.csv' 

 

tweets_counted = data['follower_count'].value_counts() 

print(tweets_counted) 

 

df = pd.DataFrame(tweets_counted) 

df.plot.line(title="Entity Overall Follower Count") 

plt.savefig("Entity Overall Follower Count.jpg") 

 

Overall Following Count 

 

import pandas as pd 

import matplotlib.pyplot as plt 

 

data = pd.read_csv (r'path_to_location/Entity.csv') 

 

tweets_counted = data['following_count'].value_counts() 

print(tweets_counted) 

 

df = pd.DataFrame(tweets_counted) 

df.plot.line(title="Entity Overall Following Count") 

plt.savefig("Entity Overall Following Count.jpg") 
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Filter Tweet Metadata 

 

import pandas as pd 

import matplotlib.pyplot as plt 

 

df = pd.read_csv(r'path_to_location/Entity.csv') 

filtered = df[(df['is_retweet'] == False)] 

 

tweets_counted = filtered['account_creation_date'].value_counts() 

print(tweets_counted) 

 

df = pd.DataFrame(tweets_counted) 

df.plot.line(title="Entity Tweet Account Creation Date (Tweets)") 

plt.savefig("Entity Tweet Account Creation Date (Tweets).jpg") 

 

tweets_counted = filtered['account_language'].value_counts() 

print(tweets_counted) 

 

df = pd.DataFrame(tweets_counted) 

df.plot.bar(title="Entity Tweet Account Language (Tweets)") 

plt.savefig("Entity Tweet Account Languages (Tweets).jpg") 

 

tweets_counted = filtered['tweet_language'].value_counts() 

print(tweets_counted) 

 

df = pd.DataFrame(tweets_counted) 

df.plot.bar(title="Entity Tweet Language (Tweets)") 

plt.savefig("Entity Tweet Language (Tweets).jpg") 

 

tweets_counted = filtered['hashtags'].value_counts() 

print(tweets_counted) 

 

tweets_counted = filtered['urls'].value_counts() 

print(tweets_counted) 
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tweets_counted = filtered['user_mentions'].value_counts() 

print(tweets_counted) 

 

tweets_counted = filtered['like_count'].value_counts() 

print(tweets_counted) 

 

df = pd.DataFrame(tweets_counted) 

df.plot.line(title="Entity Tweet Likes (Tweets)") 

plt.savefig("Entity Tweet Likes (Tweets).jpg") 

 

tweets_counted = filtered['follower_count'].value_counts() 

print(tweets_counted) 

 

df = pd.DataFrame(tweets_counted) 

df.plot.line(title="Entity Tweet Follower Count (Tweets)") 

plt.savefig("Entity Tweet Follower Count (Tweets).jpg") 

 

tweets_counted = filtered['following_count'].value_counts() 

print(tweets_counted) 

 

df = pd.DataFrame(tweets_counted) 

df.plot.line(title="Entity Tweet Following Count (Tweets)") 

plt.savefig("Entity Tweet Following Count (Tweets).jpg") 
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Filter Retweet Metadata 

 

import pandas as pd 

import matplotlib.pyplot as plt 

 

df = pd.read_csv(r'path_to_location/Entity.csv') 

filtered = df[(df['is_retweet'] == True)] 

 

tweets_counted = filtered['account_creation_date'].value_counts() 

print(tweets_counted) 

 

df = pd.DataFrame(tweets_counted) 

df.plot.line(title="Entity Account Creation Date (Retweets)") 

plt.savefig("Entity Account Creation Date (Retweets).jpg") 

 

tweets_counted = filtered['account_language'].value_counts() 

print(tweets_counted) 

 

df = pd.DataFrame(tweets_counted) 

df.plot.bar(title="Entity Account Language (Retweets)") 

plt.savefig("Entity Account Language (Retweets).jpg") 

 

tweets_counted = filtered['tweet_language'].value_counts() 

print(tweets_counted) 

 

df = pd.DataFrame(tweets_counted) 

df.plot.bar(title="Entity Tweet Language (Retweets)") 

plt.savefig("Entity Tweet Language (Retweets).jpg") 

 

tweets_counted = filtered['hashtags'].value_counts() 

print(tweets_counted) 

 

tweets_counted = filtered['urls'].value_counts() 

print(tweets_counted) 
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tweets_counted = filtered['user_mentions'].value_counts() 

print(tweets_counted) 

 

tweets_counted = filtered['like_count'].value_counts() 

print(tweets_counted) 

 

df = pd.DataFrame(tweets_counted) 

df.plot.line(title="Entity Likes (Retweets)") 

plt.savefig("Entity Likes (Retweets).jpg") 

 

tweets_counted = filtered['follower_count'].value_counts() 

print(tweets_counted) 

 

df = pd.DataFrame(tweets_counted) 

df.plot.line(title="Entity Follower Count (Retweets)") 

plt.savefig("Entity Follower Count (Retweets).jpg") 

 

tweets_counted = filtered['following_count'].value_counts() 

print(tweets_counted) 

 

df = pd.DataFrame(tweets_counted) 

df.plot.line(title="Entity Following Count (Retweets)") 

plt.savefig("Entity Following Count (Retweets).jpg") 
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Creating an English Language Only Twitter Dataset 

 

import pandas as pd 

 

fileloc = " r'path_to_location/Entity.csv'" 

df = pd.read_csv(fileloc) 

corpus = df[df['tweet_language'].str.contains("en", na=False)]  

 

corpus.to_csv("Entity English.csv", index=False, encoding='utf-8-sig') 

 

Counting URLS Mentioned in Retweets 

 

import pandas as pd 

 

df = pd.read_csv("path_to_location/Entity English.csv") 

 

filtered = df[(df['is_retweet'] == True)] 

 

tweets_counted = filtered['urls'].value_counts() 

 

df2 = tweets_counted 

df2.to_csv("URLS Retweet Entity.csv", index=False, encoding='utf-8-sig') 
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Counting URLS Mentioned in Tweets 

 

import pandas as pd 

 

df = pd.read_csv("r'path_to_location/Entity English.csv") 

 

filtered = df[(df['is_retweet'] == False)] 

 

tweets_counted = filtered['urls'].value_counts() 

 

df2 = tweets_counted 

df2.to_csv("URLS Tweets Entity.csv", index=False, encoding='utf-8-sig') 

 

Making a Wordcloud for Hashtags 

 

from wordcloud import WordCloud 

import pandas as pd 

import matplotlib.pylab as plt 

 

data_file = pd.read_csv(r'path_to_location/Entity English.csv') 

 

wordcloud = WordCloud(width=1600 , 

height=800,background_color="White",colormap="Set2").generate(" 

".join(map(str,data_file['hashtags']))) 

plt.figure(figsize=(20,10),facecolor='k') 

plt.imshow(wordcloud,interpolation='bilinear') 

plt.axis('off') 

plt.tight_layout (pad=0) 

 

wordcloud.to_file ('path_to_location/Entity Hashtag Wordcloud.png') 

plt.show() 
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Making a Wordcloud From TF-IDF on Hashtags  

 

import pandas as pd 

from wordcloud import WordCloud 

import matplotlib.pylab as plt 

from sklearn.feature_extraction.text import TfidfVectorizer 

import re 

import string 

pd.options.mode.chained_assignment = None 

 

full_df = pd.read_csv("r'path_to_location/Entity English.csv") 

df = full_df[["hashtags"]] 

df["hashtags"] = df["hashtags"].astype(str) 

full_df.head() 

 

df["text_lower"] = df["hashtags"].str.lower() 

 

df2 = df["text_lower"] 

 

df.drop(["text_lower"], axis=1, inplace=True) 

 

PUNCT_TO_REMOVE = string.punctuation 

def remove_punctuation(text): 

    """custom function to remove the punctuation""" 

    return text.translate(str.maketrans('', '', PUNCT_TO_REMOVE)) 

 

df["text_wo_punct"] = df2.apply(lambda text: remove_punctuation(text)) 

 

df3 = df["text_wo_punct"] 

 

from nltk.corpus import stopwords 

", ".join(stopwords.words('english')) 

 

STOPWORDS = set(stopwords.words('english')) 
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def remove_stopwords(text): 

    """custom function to remove the stopwords""" 

    return " ".join([word for word in str(text).split() if word not in STOPWORDS]) 

 

df["no_stopwords"] = df3.apply(lambda text: remove_stopwords(text)) 

 

df4 = df["no_stopwords"] 

 

def remove_urls(text): 

    url_pattern = re.compile(r'https?://\S+|www\.\S+') 

    return url_pattern.sub(r'', string) 

 

df["no_urls"] = df4.apply(lambda text: remove_punctuation(text)) 

 

df5 = df["no_urls"] 

 

def remove_html(text): 

    html_pattern = re.compile('<.*?>') 

    return html_pattern.sub(r'', string) 

 

df["no_html"] = df5.apply(lambda text: remove_punctuation(text)) 

 

df6 = df["no_html"] 

 

corpus = df6 

 

tr_idf_model  = TfidfVectorizer() 

tf_idf_vector = tr_idf_model.fit_transform(corpus) 

 

tf_idf_array = tf_idf_vector.toarray() 

 

words_set = tr_idf_model.get_feature_names() 

 

df_tf_idf = pd.DataFrame(tf_idf_array, columns = words_set) 
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df2 = df_tf_idf 

 

df2.T.sum(axis=1) 

wordcloud = WordCloud(background_color="white", 

max_words=50).generate_from_frequencies(df2.T.sum(axis=1)) 

plt.figure(figsize=(20,10),facecolor='k') 

plt.imshow(wordcloud,interpolation='bilinear') 

plt.axis('off') 

plt.tight_layout (pad=0) 

 

wordcloud.to_file ('Hashtag TF-IDF Entity.png') 

plt.show() 

 

Extracting Duplicate Spam Messages 

 

import pandas as pd 

 

df = pd.read_csv(r'path_to_location/Entity English.csv') 

 

df2 = df[['account_creation_date', 'tweet_text', 'tweet_time']] 

 

corpus = df2[df2.duplicated()] 

 

corpus.to_csv("Duplicates Entity.csv", index=False, encoding='utf-8-sig') 
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Establishing a Tweet Timeline for Duplicates23 

 

import matplotlib.pyplot as plt 

import pandas as pd 

 

tweet_df = pd.read_csv('path_to_location/Duplicates Entity.csv', \ 

    parse_dates=['tweet_time']) 

 

tweet_df_5min = tweet_df.groupby(pd.Grouper(key='tweet_time')).size() 

tweet_df_5min.plot(figsize=(18,6)) 

plt.ylabel('Tweets') 

plt.title('Entity Duplicates Publication Timeline') 

plt.grid(True) 

 

Establishing an Account Creation Date Timeline for Duplicates24 

 

import matplotlib.pyplot as plt 

import pandas as pd 

 

tweet_df = pd.read_csv('path_to_locationDuplicates Entity.csv', \ 

    parse_dates=['account_creation_date']) 

 

tweet_df_5min = tweet_df.groupby(pd.Grouper(key='tweet_time')).size() 

tweet_df_5min.plot(figsize=(18,6)) 

plt.ylabel('Tweets') 

plt.title('Entity Account Creation Date Timeline') 

plt.grid(True) 

  

 
23 Source: ‘’Tweets_retweets’’, Cornell Virtual Workshop, 

https://cvw.cac.cornell.edu/PyDataSci1/tweets_retweets. 

 
24 Ibidem.  

https://cvw.cac.cornell.edu/PyDataSci1/tweets_retweets
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TF-IDF on Duplicates 

 

import pandas as pd 

from wordcloud import WordCloud 

import matplotlib.pylab as plt 

from sklearn.feature_extraction.text import TfidfVectorizer 

 

df =  pd.read_csv("path_to_locationDuplicates Entity.csv") 

text = df["tweet_text"] 

 

tr_idf_model  = TfidfVectorizer() 

tf_idf_vector = tr_idf_model.fit_transform(text) 

 

tf_idf_array = tf_idf_vector.toarray() 

 

words_set = tr_idf_model.get_feature_names() 

 

df_tf_idf = pd.DataFrame(tf_idf_array, columns = words_set) 

 

df2 = df_tf_idf 

 

df2.T.sum(axis=1) 

wordcloud = WordCloud(background_color="white", 

max_words=50).generate_from_frequencies(df2.T.sum(axis=1)) 

plt.figure(figsize=(20,10),facecolor='k') 

plt.imshow(wordcloud,interpolation='bilinear') 

plt.axis('off') 

plt.tight_layout (pad=0) 

 

wordcloud.to_file ('path_to_locationDuplicate Account TF-IDF Wordcloud.png') 

plt.show() 
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Sentiment Analysis on Duplicates25 

 

import pandas as pd 

from flair.models import TextClassifier 

from flair.data import Sentence 

sia = TextClassifier.load('en-sentiment') 

 

data_file = pd.read_csv('path_to_location/Duplicates Entity.csv') 

 

def sentiment_Flair(x): 

    sentence = Sentence(x) 

    sia.predict(sentence) 

    score = sentence.labels[0] 

    if "POSITIVE" in str(score): 

        return "positive" 

    elif "NEGATIVE" in str(score): 

        return "negative" 

    else: 

        return "neutral" 

 

data_file['sentiment_flair'] = data_file['tweet_text'].apply(lambda x: sentiment_Flair(x)) 

 

csv_data = data_file.to_csv('path_to_locationEntity Duplicates Sentiment.csv') 

  

 
25 Source: nasirsoft93, ‘’Flair_Sentiment_Analysis.txt’’, GitHub, 12 December 2021, 

https://github.com/nasirsoft93/NLP/blob/master/Flair_Sentiment_Analysis.txt.  

https://github.com/nasirsoft93/NLP/blob/master/Flair_Sentiment_Analysis.txt
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Creating the Main Corpus for Analysis 

 

import pandas as pd 

 

df = pd.read_csv('path_to_location/Entity English.csv') 

 

corpus = df[['tweet_text', 'tweet_time', 'is_retweet']] 

 

corpus.to_csv("Corpus Sentiment Entity.csv", index=False, encoding='utf-8-sig') 

 

Creating a Corpus for Tweet Text Only 

 

import pandas as pd 

 

df = pd.read_csv('path_to_location/Entity English.csv') 

 

corpus = df['tweet_text'] 

 

corpus.to_csv("Text Only Entity.csv", index=False, encoding='utf-8-sig') 

 

Pre-process the Text CSV26 

 

import pandas as pd 

import re 

import string 

pd.options.mode.chained_assignment = None 

 

full_df = pd.read_csv("path_to_location/Text Only Entity.csv") 

df = full_df[["tweet_text"]] 

df["tweet_text"] = df["tweet_text"].astype(str) 

full_df.head() 

 
26 Source: Sudalai Rajkumar, ‘’Getting started with Text Preprocessing’’, Kaggle, 

https://www.kaggle.com/code/sudalairajkumar/getting-started-with-text-preprocessing.  

https://www.kaggle.com/code/sudalairajkumar/getting-started-with-text-preprocessing
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df["text_lower"] = df["tweet_text"].str.lower() 

 

df2 = df["text_lower"] 

 

df.drop(["text_lower"], axis=1, inplace=True) 

 

PUNCT_TO_REMOVE = string.punctuation 

def remove_punctuation(text): 

    """custom function to remove the punctuation""" 

    return text.translate(str.maketrans('', '', PUNCT_TO_REMOVE)) 

 

df["text_wo_punct"] = df2.apply(lambda text: remove_punctuation(text)) 

 

df3 = df["text_wo_punct"] 

 

from nltk.corpus import stopwords 

", ".join(stopwords.words('english')) 

 

STOPWORDS = set(stopwords.words('english')) 

def remove_stopwords(text): 

    """custom function to remove the stopwords""" 

    return " ".join([word for word in str(text).split() if word not in STOPWORDS]) 

 

df["no_stopwords"] = df3.apply(lambda text: remove_stopwords(text)) 

 

df4 = df["no_stopwords"] 

 

def remove_urls(text): 

    url_pattern = re.compile(r'https?://\S+|www\.\S+') 

    return url_pattern.sub(r'', string) 

 

df["no_urls"] = df4.apply(lambda text: remove_punctuation(text)) 
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df5 = df["no_urls"] 

 

def remove_html(text): 

    html_pattern = re.compile('<.*?>') 

    return html_pattern.sub(r'', string) 

 

df["no_html"] = df5.apply(lambda text: remove_punctuation(text)) 

 

df6 = df["no_html"] 

 

corpus = df6 

 

corpus.to_csv("Processed Entity.csv", index=False, encoding='utf-8-sig') 

 

Making a Wordcloud for Term Frequency27 

 

from wordcloud import WordCloud 

import pandas as pd 

import matplotlib.pylab as plt 

 

data_file = pd.read_csv('path_to_location/Processed Entity.csv') 

 

wordcloud = WordCloud(width=1600 , 

height=800,background_color="White",colormap="Set2").generate(" 

".join(map(str,data_file['no_html']))) 

plt.figure(figsize=(20,10),facecolor='k') 

plt.imshow(wordcloud,interpolation='bilinear') 

plt.axis('off') 

plt.tight_layout (pad=0) 

 

wordcloud.to_file ('path_to_location/Entity Term Frequency Wordcloud.png') 

 
27 Source: nasirsoft93, ‘’WordCloud.txt’’, GitHub,  11 October 2021, 

https://github.com/nasirsoft93/python/blob/master/WordCloud.txt.  

https://github.com/nasirsoft93/python/blob/master/WordCloud.txt
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plt.show() 

 

 

TF-IDF28 

 

import pandas as pd 

from wordcloud import WordCloud 

import matplotlib.pylab as plt 

from sklearn.feature_extraction.text import TfidfVectorizer 

 

text = open("path_to_location/Processed Entity.csv", "r", encoding="utf8") 

 

tr_idf_model  = TfidfVectorizer() 

tf_idf_vector = tr_idf_model.fit_transform(text) 

 

tf_idf_array = tf_idf_vector.toarray() 

 

words_set = tr_idf_model.get_feature_names() 

 

df_tf_idf = pd.DataFrame(tf_idf_array, columns = words_set) 

 

df = df_tf_idf 

 

df.T.sum(axis=1) 

wordcloud = WordCloud(background_color="white", 

max_words=50).generate_from_frequencies(df.T.sum(axis=1)) 

plt.figure(figsize=(20,10),facecolor='k') 

plt.imshow(wordcloud,interpolation='bilinear') 

plt.axis('off') 

plt.tight_layout (pad=0) 

 

 
28 Source: Fatih Karabiber, ‘’TF-IDF — Term Frequency-Inverse Document Frequency’’, Learn Datasci, 

https://www.learndatasci.com/glossary/tf-idf-term-frequency-inverse-document-frequency/.  

https://www.learndatasci.com/glossary/tf-idf-term-frequency-inverse-document-frequency/
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wordcloud.to_file ('path_to_locationTF-IDF Entity Wordcloud.png') 

plt.show() 

 

Creating a Corpus for Sentiment Analysis on Retweets 

 

import pandas as pd 

 

df = pd.read_csv("path_to_location/Entity English.csv") 

 

retweets = df[(df['is_retweet'] == True)] 

 

df2 = retweets[['tweet_text', 'tweet_time']] 

df2.to_csv("Retweet Text Entity.csv", index=False, encoding='utf-8-sig') 

 

Creating a Corpus for Sentiment Analysis on Tweets 

 

import pandas as pd 

 

df = pd.read_csv("path_to_location/Entity English.csv") 

 

retweets = df[(df['is_retweet'] == False)] 

 

df2 = retweets[['tweet_text', 'tweet_time']] 

df2.to_csv("Tweet Text Entity.csv", index=False, encoding='utf-8-sig') 

  



 

90 
 

Sentiment Analysis on Retweets29  

 

import pandas as pd 

from flair.models import TextClassifier 

from flair.data import Sentence 

sia = TextClassifier.load('en-sentiment') 

 

data_file = pd.read_csv('path_to_location/Retweet Text Entity.csv') 

 

def sentiment_Flair(x): 

    sentence = Sentence(x) 

    sia.predict(sentence) 

    score = sentence.labels[0] 

    if "POSITIVE" in str(score): 

        return "positive" 

    elif "NEGATIVE" in str(score): 

        return "negative" 

    else: 

        return "neutral" 

 

data_file['sentiment_flair'] = data_file['tweet_text'].apply(lambda x: sentiment_Flair(x)) 

 

csv_data = data_file.to_csv('Retweet Sentiment Entity.csv') 

 

  

 
29 Source: nasirsoft93, ‘’Flair_Sentiment_Analysis.txt’’, GitHub, 12 December 2021,  

https://github.com/nasirsoft93/NLP/blob/master/Flair_Sentiment_Analysis.txt.  

https://github.com/nasirsoft93/NLP/blob/master/Flair_Sentiment_Analysis.txt
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Retweet Sentiment Plots 

 

import pandas as pd 

import matplotlib.pyplot as plt 

 

data = pd.read_csv (r'path_to_location/Retweet Sentiment Entity.csv') 

 

tweets_counted = data['sentiment_flair'].value_counts() 

print(tweets_counted) 

 

df = pd.DataFrame(tweets_counted) 

df.plot.bar(title="Retweet Sentiment Entity") 

plt.savefig("Retweet Sentiment Entity.jpg") 

 

Sentiment Analysis on Tweets 

 

import pandas as pd 

from flair.models import TextClassifier 

from flair.data import Sentence 

sia = TextClassifier.load('en-sentiment') 

 

data_file = pd.read_csv('path_to_location/Tweet Text Entity.csv') 

 

def sentiment_Flair(x): 

    sentence = Sentence(x) 

    sia.predict(sentence) 

    score = sentence.labels[0] 

    if "POSITIVE" in str(score): 

        return "positive" 

    elif "NEGATIVE" in str(score): 

        return "negative" 

    else: 

        return "neutral" 
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data_file['sentiment_flair'] = data_file['tweet_text'].apply(lambda x: sentiment_Flair(x)) 

 

csv_data = data_file.to_csv('Tweet Sentiment Entity.csv') 

 

Tweet Sentiment Plots 

 

import pandas as pd 

import matplotlib.pyplot as plt 

 

data = pd.read_csv (r'path_to_location/Tweet Sentiment Entity.csv') 

 

tweets_counted = data['sentiment_flair'].value_counts() 

print(tweets_counted) 

 

df = pd.DataFrame(tweets_counted) 

df.plot.bar(title="Tweet Sentiment Entity") 

plt.savefig("Tweet Sentiment Entity.jpg") 

 

Latent Dirichlet Allocation (LDA) Topic Modelling 

 

import pandas as pd 

import numpy as np 

import matplotlib.pyplot as plt 

import seaborn as sns 

import sklearn 

import re 

 

df = pd.read_csv('path_to_file/Entity.csv') 

 

def my_normal_function(x): 

    return x**2 + 10 

my_lambda_function = lambda x: x**2 + 10 
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df['is_retweet'] = df['tweet'].apply(lambda x: x[:2]=='RT') 

df['is_retweet'].sum()  # number of retweets 

 

df.loc[df['is_retweet']].tweet.unique().size 

 

df.groupby(['tweet']).size().reset_index(name='counts')\ 

  .sort_values('counts', ascending=False).head(10) 

   

counts = df.groupby(['tweet']).size()\ 

           .reset_index(name='counts')\ 

           .counts 

 

my_bins = np.arange(0,counts.max()+2, 1)-0.5 

 

plt.figure() 

plt.hist(counts, bins = my_bins) 

plt.xlabels = np.arange(1,counts.max()+1, 1) 

plt.xlabel('copies of each tweet') 

plt.ylabel('frequency') 

plt.yscale('log') 

plt.show() 

 

def find_retweeted(tweet): 

    '''This function will extract the twitter handles of retweed people''' 

    return re.findall('(?<=RT\s)(@[A-Za-z]+[A-Za-z0-9-_]+)', tweet) 

 

def find_mentioned(tweet): 

    '''This function will extract the twitter handles of people mentioned in the tweet''' 

    return re.findall('(?<!RT\s)(@[A-Za-z]+[A-Za-z0-9-_]+)', tweet)   

 

def find_hashtags(tweet): 

    '''This function will extract hashtags''' 

    return re.findall('(#[A-Za-z]+[A-Za-z0-9-_]+)', tweet)    
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df['retweeted'] = df.tweet.apply(find_retweeted) 

print(df['retweeted']) 

df['mentioned'] = df.tweet.apply(find_mentioned) 

print(df['mentioned']) 

df['hashtags'] = df.tweet.apply(find_hashtags) 

print(df['hashtags']) 

 

hashtags_list_df = df.loc[ 

                       df.hashtags.apply( 

                           lambda hashtags_list: hashtags_list !=[] 

                       ),['hashtags']] 

 

flattened_hashtags_df = pd.DataFrame( 

    [hashtag for hashtags_list in hashtags_list_df.hashtags 

    for hashtag in hashtags_list], 

    columns=['hashtag']) 

 

flattened_hashtags_df['hashtag'].unique().size 

 

popular_hashtags = flattened_hashtags_df.groupby('hashtag').size()\ 

                                        .reset_index(name='counts')\ 

                                        .sort_values('counts', ascending=False)\ 

                                        .reset_index(drop=True) 

                                         

counts = flattened_hashtags_df.groupby(['hashtag']).size()\ 

                              .reset_index(name='counts')\ 

                              .counts 

 

my_bins = np.arange(0,counts.max()+2, 5)-0.5 

 

plt.figure() 

plt.hist(counts, bins = my_bins) 

plt.xlabels = np.arange(1,counts.max()+1, 1) 
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plt.xlabel('hashtag number of appearances') 

plt.ylabel('frequency') 

plt.yscale('log') 

plt.show() 

 

min_appearance = 10 

popular_hashtags_set = set(popular_hashtags[ 

                           popular_hashtags.counts>=min_appearance 

                           ]['hashtag']) 

 

hashtags_list_df['popular_hashtags'] = hashtags_list_df.hashtags.apply( 

            lambda hashtag_list: [hashtag for hashtag in hashtag_list 

                                  if hashtag in popular_hashtags_set]) 

 

popular_hashtags_list_df = hashtags_list_df.loc[ 

            hashtags_list_df.popular_hashtags.apply(lambda hashtag_list: hashtag_list !=[])] 

 

hashtag_vector_df = popular_hashtags_list_df.loc[:, ['popular_hashtags']] 

 

for hashtag in popular_hashtags_set: 

    # make columns to encode presence of hashtags 

    hashtag_vector_df['{}'.format(hashtag)] = hashtag_vector_df.popular_hashtags.apply( 

        lambda hashtag_list: int(hashtag in hashtag_list)) 

     

hashtag_matrix = hashtag_vector_df.drop('popular_hashtags', axis=1) 

     

correlations = hashtag_matrix.corr() 

 

plt.figure(figsize=(10,10)) 

sns.heatmap(correlations, 

    cmap='RdBu', 

    vmin=-1, 

    vmax=1, 

    square = True, 



 

96 
 

    cbar_kws={'label':'correlation'}) 

plt.show() 

 

import nltk 

from nltk.tokenize import RegexpTokenizer 

from nltk.corpus import stopwords 

 

def remove_links(tweet): 

    '''Takes a string and removes web links from it''' 

    tweet = re.sub(r'http\S+', '', tweet) # remove http links 

    tweet = re.sub(r'bit.ly/\S+', '', tweet) # rempve bitly links 

    tweet = tweet.strip('[link]') # remove [links] 

    return tweet 

 

def remove_users(tweet): 

    '''Takes a string and removes retweet and @user information''' 

    tweet = re.sub('(RT\s@[A-Za-z]+[A-Za-z0-9-_]+)', '', tweet) # remove retweet 

    tweet = re.sub('(@[A-Za-z]+[A-Za-z0-9-_]+)', '', tweet) # remove tweeted at 

    return tweet 

 

my_stopwords = nltk.corpus.stopwords.words('english') 

word_rooter = nltk.stem.snowball.PorterStemmer(ignore_stopwords=False).stem 

my_punctuation = '!"$%&\'()*+,-./:;<=>?[\\]^_`{|}~•@' 

 

def clean_tweet(tweet, bigrams=False): 

    tweet = remove_users(tweet) 

    tweet = remove_links(tweet) 

    tweet = tweet.lower() # lower case 

    tweet = re.sub('['+my_punctuation + ']+', ' ', tweet) # strip punctuation 

    tweet = re.sub('\s+', ' ', tweet) #remove double spacing 

    tweet = re.sub('([0-9]+)', '', tweet) # remove numbers 

    tweet_token_list = [word for word in tweet.split(' ') 

                            if word not in my_stopwords] # remove stopwords 
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    tweet_token_list = [word_rooter(word) if '#' not in word else word 

                        for word in tweet_token_list] # apply word rooter 

    if bigrams: 

        tweet_token_list = tweet_token_list+[tweet_token_list[i]+'_'+tweet_token_list[i+1] 

                                            for i in range(len(tweet_token_list)-1)] 

    tweet = ' '.join(tweet_token_list) 

    return tweet 

 

df['clean_tweet'] = df.tweet.apply(clean_tweet) 

 

from wordcloud import WordCloud 

import matplotlib.pylab as plt 

 

long_string = ','.join(list(df['clean_tweet'].values)) 

 

wordcloud = WordCloud(background_color="white", max_words=5000, contour_width=3, 

contour_color='steelblue') 

 

wordcloud.generate(long_string) 

 

wordcloud.to_image() 

wordcloud.to_file ('path_to_file/Wordcloud Entity.png') 

plt.show() 

 

from sklearn.feature_extraction.text import CountVectorizer 

 

vectorizer = CountVectorizer(max_df=0.9, min_df=25, token_pattern='\w+|\$[\d\.]+|\S+') 

 

tf = vectorizer.fit_transform(df['clean_tweet']).toarray() 

 

# tf_feature_names tells us what word each column in the matric represents 

tf_feature_names = vectorizer.get_feature_names_out() 

 

from sklearn.decomposition import LatentDirichletAllocation 
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number_of_topics = 10 

 

model = LatentDirichletAllocation(n_components=number_of_topics, random_state=0) 

 

model.fit(tf) 

 

def display_topics(model, feature_names, no_top_words): 

    topic_dict = {} 

    for topic_idx, topic in enumerate(model.components_): 

        topic_dict["Topic %d words" % (topic_idx)]= ['{}'.format(feature_names[i]) 

                        for i in topic.argsort()[:-no_top_words - 1:-1]] 

        topic_dict["Topic %d weights" % (topic_idx)]= ['{:.1f}'.format(topic[i]) 

                        for i in topic.argsort()[:-no_top_words - 1:-1]] 

    return pd.DataFrame(topic_dict) 

 

no_top_words = 10 

display_topics(model, tf_feature_names, no_top_words) 
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